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B @R Z 3 A s > HAES —REEEA sEEEER -

B8 7Y £ R A i 58 A f 2 G T EE 45 4% (unshielded twisted pair, UTP ) K&
HEEE > NI M 2 OFESFERAVEL LR - o K {EH b PR S A [E
(OB &7 45 1Y F o 5 i 20 %S BE [5] i BB 4B 1Y A = [ i 2 R D[Rl BB 48 1Y i
N A By PF e L B & R Y e R PR B 2 (D4R | BASEAR S A dy - &
AR S H B E R | VLA -

g TIEREVENINEERERER AT, FHE > BEYZSIEER
YN SEE ZBE o FEE Hi 4 Fa DUR &R 48 7 (i Il e #3248 2 IR
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75.

76.

7.

78.

79.

85.

86.

(D

(3)

(4)

(3)

(4)

(D

. (3)

(D

(D

- (4)

X@a?ﬁﬂﬁ%‘P OHEEEEHA 25m QHE /A 2 Fi&E i 120 & O
—RXEMAERN 0 B QHSHBEE " E -

17&#5 JEc e %E@(é%ﬁfﬁ&’%ﬁ S EMEAHEHEMR ) HE - HAo#ELE

FRERY) > FERGEE B Byl 2 WOLDF @OTDR @WiFi AP @Cable

Modem -

g T IRREYEERE L ERREEAEEAN , FE o (IR
AGIHEEE ? ORRBEWARES OBFBERET ONFERY O®E
R ETFEAE 1000m2 DAUN Z PR -

g s %E@fﬁ%ﬁfﬁ&w%ﬁ S EEHEHEAA ) e A8
BEY) R ER R 2Rt R 7 OO ImECRIR @ D SR T 4%

H QENHACR u“ﬁ?[);—’z 5 Al L S sl @OTDR -

Wi " REYEANNEER R ER R, FHE o TR {%KJ%

BEMAREFERERRH ? ORICRE QL& ImICHRR OXE

i @R ERTE -

Wi TRy ECR A R EMEREEAEESA ) BE - AFREYS

I > AN R Z BERE R ? O ImfiRa OfCEREHE 2

@ O FRDESERC 4 4E @WOTDR -

fR4g T EEYRENINEERE R BRI, FE - A-4 SRS

W 2 b 1 B F ADEEE O EUR T 2 D100/200P+24C @
200/400P+24C (3100/200P+36C @200/400P+36C

R T EREYBNINEERFERERATRTE ) HE > A-04-1 LAIC4RF -
HUL = 2 b U B P ARYE & O BORs e 2 D10/20P+6C @20/40P+6C (3
10/20P+8C @30/60P+8C -

R T EEYBENINEERFERER AR, HE > BN LS HEE
Yed % o HRMRER S fEHE 2 OITU-T G.652D/657A @ITU-T
E.212 ®ISO 50220 @ETSI EN 300 437 -

R T EEYBENINEERFERER A, HE IR 4R 2R
OLDF-3 & » w]g[# Z 8008 Bl 2 D300 @400 3450 @800 -

BN 448 R (Passive optical network, PON) » REFE FHE#E 2 O
ATM-PON @Broadband-PON (@ FEthernet-PON @Next-PON -

(1234) {92 " EEY) = PSI%E@{E%H% SERMTARE ) BE > ERYEE R

(123)

. (12)

B > ETHEEHE O OiE#E/ZE QERIH LT OENA K
ENS
{[5%:4 r@%%ﬁjﬂ%é@{a%ﬁ% SCERTAREE ) BE > BT AR ES
WaEas ERE R EREERM R > Bt OEEE OWEcHE O
FrhRAE @%WPEEZ%
g " REYEANNEERFRERHE, HE  ERERAGERE
KR > HECGR A Z M - BEWLE ? OFE B EHECH HTE QK
ERIRAT OCTNERART QRGEFRIRARL -
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88.

90.

91.

92.

93.

94.

95.

96.

97.

98.

99.

(123)

. (12)

(123)

(123)

(12)

(12)

(123)

(123)

(124)

(234)

(34)

(23)

R TEREYRBENIINEGERFERENMRE ) AT TRIES LG HE
ZheEER= > BEWt ? OHEEEE Qo E OFE @R
i o

g T IREEYBENINEEHRERERITRE ) HE  BEYZSEREN
AREERENE 15m & > ZSIEBEENGE Z ENEE > ESIER A A fEME Y
K2 OBEGHME QBN N4 OFE PVC EE WPVC E
=

mﬁrﬁﬁ%ﬁmﬁ%%%% SENTRE ) HE 0 TEIRLE N EE
g ElE 2 ORFEVEMMUER OQEEAME OV HA ERBE @/KF
§+ﬁill

g T ERVEANINEERERER MR ) RE > EEHERYNE
— TEfr, ER/ORE | EHRER 2 EEEHE 0 Hh T, B
L ? OFEE QENE OF 5 @HIFT -

Wi T EEYREANINEERERERTRE , FE o NIILEER &R
g ? O AUENERE QWGENEE @RGAENEE ORF R
AE L -

g " REYEANNEER R ERRE , HE > BRYNREZE
BEE®R  IENREE RS G B H s Bﬁﬁ IS I
i ? O—BIREYVELE 25QLUT QOEEEFEZE ZEREYIHEL 10QLLT
Q— MRV 15SQLIT OREBEEEEZEFZYHEMLESQUT -

g T EREYBENIINEEHRFHERERRE , HE > BEYAN 2 TRE
EMEANEE > oEHTYIEME ? OBESATRRLE (PVC)
BE (BE) QBLHME OB TRERES OBEGHTRALE
(PVC) ®WEE -

R " EEYENINESRRERER R, R 0 RS
{E > THIWFLLIERE 27 OE(SHE N FR M IE S ERRE I > 7R 0] Bl H A 47 2%
@408 W I K P e 2 B AR RS S A R AR PSR @O T NLRE (R
SRS ) ARG ERE R 90 m @FEANELREH B EEE T #1
=i

et TIEREYIENINEER M %&mﬁﬁJﬁm BN EEMTEANE
GNE T T8 > THIMREL ERE 2 OBCLRE B 2 8 dh g A | R E R MK
6ﬁuﬁ®mﬁﬁﬁxﬁﬁ%mﬂ“®mﬁ%xﬁﬁﬁ3 DEEEN
BRTENBZ 5 -

& Pl (Client) 7 WLAN Hig4R - FF EAMRLEEA 27 OB FE ©
AR OF P 4G OmGEE (AP)
THNTREL Ky A B a2 OFRESTEA S QA fE% OEH @
=% -

BRI RE - AR IR ? OfE ROt S EE O i R
ABRR @I MR E TR AFBR KSR B BB Q) Llpisk S 51
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( Optical Time Domain Reflectometer, OTDR ) 7 8l BJJ [ 28 7 075 O £ PR
RENCEZER OB E ERKSE LS KBEF L@ T HmE iR -

100. (123) BEA STty » THIMEERE 2 OX&E# a8 (Coupler) HIHFZIEY
HEE—IE OS2 (Coupler) v —E o2 E It OX
WomEPEEs (Connector) A t@ B @R EE XN FEEH @K% T
(Wavelength Division Multiplexer ) {5 YE&8 0 7 5 22 2 4F 2K 2/ NEY 8
& -

101. (234) B~ F £ 5 MERBE (Universal Serial Bus, USB) 7rifj » T FIIFLL IE
W ? O E RS (ERESEE QHERIA (Plug-and-play ) > igEHE
FEA LB AFER QR B @WUSB 3.0 & 2 2 1] 37 $% 72
5.0Gbps -

102. (13) TFHIHFLEL B a4l 2 (BB 2 O ER @FiEE OFE 8K OEKE(H
T o

103. (234) THIURLL Fydg b i 3 2 FoAR G AT 2 OBELEE Q) OFESE @k
ST

104. (123) THIFEse iE/E 2 OEFEABHR LS BN E TEHm TE Q& RELE
P& HZE R o MR B ER ST D NI T T DAY i RHE R @
G EE RIERE SR > NN SR BRI T#E -

17200 BB EEEE Z &k TIETHE 03 - HERSERM LR

1. (2) — Class C 448 IR BRI 2R 255.255.255.224 VI EN % -4 B8 - 0] 1) Bk 2% (&
PEEREEE 2 D16 @8 B4 @2 -

2. (3) TEMEE Ry 216.35.12.98/26 Fiilie 2 T 4EE&AY FI Y IP #af[&E 7 O
216.35.12.1~216.35.12.127 @216.35.12.66~216.35.12.127 ®
216.35.12.65~216.35.12.126 @216.35.12.129~216.35.12.254 -«

3. (3) Cat 5¢ UTP & A £ ¥ 4042 2 D1 @2 @4 @8 -

4. (1) TFIME Ry 221.35.12.200/26 FTlE 2 FHER ARz 8E 2 O
221.35.12.192 ©221.35.12.128 3221.35.12.40 @221.35.12.0 -

5.(2) IEEE 802.11 K& HF W E FH 507 2 O4LIMNE QESF QOBEEHE @
HEFIIRHE -

6. (3) REVR bR S PEEU AR SR > B AR A R Y 23 RN SR o DURREN R aA
AERAVIE(E > B T —FEEEE ? O O QOussims @
HER -

7. (2) THMEE RN RE BRI EAE 2 (0255.255.240.0 ©255.255.242.0 @
255.255.255.128 @255.255.255.192

8. (1) TFIfrfdE IEEE A2 {7 & H CSMA/CD ? 1802.3 @802.4 (3802.5 @
802.11 -
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9. (3)

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

(D

(3)

(2)

(2)

(D

(D

(4)

(D

(1)

(3)

(4)

(3)

(2)

(4)

2K BEE R B R % DRt 2 D128 @32 348 @ 1 2
BaEh 2ot o THRRE 2 8BS ik R R E S B 2 (D0.0.0.0 % 0.0.0.0 @

0.0.0.0 & 255.255.255.255 (3255.255.255.255 52 0.0.0.0 @
255.255.255.255 ¢ 255.255.255.255 -

= #H A CIDR #4& 16 4H Class C 2 1P firdk 199.1.16.0~199.1.31.0 A B
— 4% HIB 4GRS = (Supernet Mask ) Ao 2 (1255.255.248.0 @
255.255.252.0 (3)255.255.240.0 @255.255.255.248 -

H 4 RE AN A 145 Class C 200.119.101.0 B fFA host » HIEHE > HHY
Ho A b FE By e 2 (D255.255.255.255 ©200.119.101.255 3200.119.101.0
@0.0.0.0 -

200.119.101.5 B A E AL [E—4G8E T FTA host » RIENEL 2 B #Y M {iz 11k JE
Fyfal 2 (0200.119.101.255 ©@255.255.255.255 30.0.0.0 @
200.119.101.0 -
SLERE 70 (ERE ~ BEFE ~ BEHE) M= » ARP request K& ARP reply 477l
fEREfE T ? OFER > Bk O - ER OFER » ERf OFEKF - B
e
1E Gigabit Z K495 HA% & % 51 HE B EHAE =~ AV R BRI T R ] 2 (D96 Bit
Time @128 Bit Time (386 Bit Time @48 Bit Time -
"EEYBNINEERERERNTRE ) NN 2R ERE
Tﬂﬁ%f\lﬁiﬁ ? OFEREME 30 cmPh B @F5FTFE B # 2% B R IhEE

B E s @QFNHAAF 110V EHEE E @’M%W@E%%E%W§J§%§ﬁﬁ
EZPEEZEJ?JEFQU\%GUU%Z Wk B &G -
& El MAC firukZZ#E/EBF & Y OSI EPU/?E Jg ? O&ER#EEE Q@EEEE O
Zorg OERHE -
sk FH A {8 AR 2 AR RE R HE &R AY 0 AT 1 AYEH SR ila & 1 51—
fE 2 O A #42¢ (Binary Phase-Shift Keying, BPSK ) @ PUfHFH
fir ##+% (Quadrature Phase-Shift Keying, QPSK) @ fm MU tHH# #$2%
(Offset-QPSK) @ /MHMHAL#¥%E (8 Phase Shift Keying, 8PSK)
OSI Hi— @ & H:HMEEF (Frame sequencing) ? OEEE QE#HEKE O
EiliErs g OFEHE -
POP3 £ TCP/IP Y455 Ky faf 2 (DUDP Port 21 @TCP Port 23 @UDP
Port 25 @TCP Port 110 -
CSMA/CD &/& > IEEE 802 HIf—IHFEAE 2 D802.1 @802.2 3802.3 @
802.5 o

% FH #5 PR A DU Ui AR & SR A B e 2 HAY st gE s ID 2 DIP IREHEE @
THEEE QO s @MAC ftk -

NERAE TP firkk = Class C firdk 2 @10.20.30.40 @140.30.50.65 @
230.20.35.14 @200.17.45.15 -
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24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

(4)

(2)

(4)

(4)

(3)

(4)

(4)

(3)

(3)

(D

(2)

(3)

(3)

(2)

(4)

(& Class fY IP fir ik o] #7726 %% ( Multicast ) fEi#fi 2 (DClass A @Class
E ®Class B @Class D -

7€ EH% TP firhk 2 hostid &3 {8 M 2/ Mir T e 17 40 { subnet 7 (D10bit
@6bit @4bit @8bit -

#3 CIDR » FAIWE4H 1P fir 7> 192.168.102.0/23 1 2 1192.168.102.0 k&
192.168.104.0 @192.168.102.0 5z 192.168.101.0 3192.168.102.0
192.168.100.0 @192.168.102.0 k& 192.168.103.0 -

NEMAE B /28 B TR E 2 (1D255.255.192.0 @255.255.240.0 B
255.255.255.192 @255.255.255.240 -

T FIUIB{E 4 B A fk R B AL TP &l 2 D172.24.0.0 @10.20.30.0 @
192.167.0.0 @192.168.100.0

AEIRS R By 255.255.255.192 B » W AR L bk E BR % Ry D254 ©
128 330 @62 -

TIfE PPP T @ A EFTA PPP 48RS e i i e 2 iE 2 WIPCP @LCP
@X.25 @NCP

& {E BT EWSE RN E (PAP) Bl fri& PPP EH4REF - &A T ¥I{r i
ga% ? OETEBESDIIEE OFESHEREFTAH BB H
g QBT EME LN T N EHARE S EE A T @K Frame
Relay A= 77 WAN ZE4R -

MBS NI B A H 88 (Switch) a8 ERKER VLAN » RIS #Z5HY IR
B E BWMERE L 2 @Connected @Access @Trunk @STP -

PpS AR A2 A E LR MRSt > SREERAH VLAN &
ARSI R o FEEFE NI E I E ? D802.1Q @802.10 B
Interswitch link @LANE -

R4 VLAN EEHIFTA VLAN By —#0 5> - £24 VLAN #Y 1D & [E& R ?
@1 2 1024 @1 £ 1005 @1 £ 100 D1 & 4094 -

#iEE o5k PC NN AEE — i BE 2 BRFT 4 RS - 1A FEf%E) PC » JEERH
H—F& VLAN ? MODynamic @Traffic-based @ Port-based @Protocol-
based -

B A [Fh E vl 3% E A R XAVRE > ABIER =AY VLAN 2 DStatic
@Traffic @Dynamic @Switching -

A2 ERH A9 DLERS By LAY = > AIURRE VLAN &3 ?
(DSecurity @Broadcast domain @Departmental grouping @Segmenting
protocol -

HES LB E By IPv6 > AT e et E By IPveo firik - R (Eps H s B E4E
NE GRS 2 ERREUT F 2P BE 2 O AN —1 A IPvo fi
U @E host table 2K E FEATHEL IPv6 fiu ik QL7 HUIZEHIE B
SR E A ] DA HL @O RED I 32 E BhREFE HH 05 € ( Dynamic Routing
Protocol )
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39.

40.

41].

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

(3)

(4)

(3)

(D

(D

(2)

(2)

(1)

(1)

(3)

(2)

(4)

(2)

ELHT TPv6 firdik A 2001:0db8:0000:0000:0000:eb00:0000:0002 » T Z1J R
EIEHEN4EE 2 2001:db8:eb:0:2 @2001:db8::¢b00:2 B
2001:db8::b00:0:2 @2001:db8:0:eb00:2 -

P ES LR E IPvo firtl » RS B AR s bk - VETEE Z /Y
= A DLink-local address @Unique local address @Multicast address @)
Global unicast address °

NS B IPv6 » B 48 IPv4 JRS TR IG Ay 1Pvo 4 E% > JE B F i AU =X
fZERE (tunneling) ? DIPv6 VPN @Dual stacking 36 to 4 tunneling
@4 to 6 tunneling -

7= IPv6 44 s e 23/ A IPX ~ IP Sz DECnet fiztt » RIELS o] LLA
% /05 ACLERIH ? D6 @3 @2 D1 -

Extended IP ACL B Extended TCP ACL 1A F Ez=H 2 DIP ACL &
AR ARRECH YR > {H TCP ACL R AT EE ¥ AR E H YR @IP ACL R
1% session B AT REH FFAEHE - {2 TCP ACL AIlFE @TCP ACL
N EAJFE H RN A > {2 1P ACL 7% @IP ACL "LL¥#f DSCP &
#f - {2 TCP ACL HIFE -

A 3 & s IEAEZEAE > B 1 (EES s © 7E OSPF WA/ 8% & 58 Ak

% > TG RS LR ER A el BE B4R 2R 1 8 hello 8L 2 DR
BHAMEEE AR KL 1 5 2 /NF @KL 10 ¥ QT E 58 K OSPF & 4%
JH B B ES HH 28 A RE BEUY hello HHE @K4Y 100 #b -

er 4R B DA IS FH 25 D) 0 o B 4R 3k - Ry 6 Rk B FH 2 Y BB ER R R/ N LB T34
o —RIEFWAE 7574 ? OPath truncation @Route summarization @
Efficiency processing @Route reduction -

P PR R OSPF 0% » 26HY LSA H &k 2 i (5= ) B O
HIER QF 10 1 XROOFRI X DF307 1R -
% FHES T EIAR % E Loopback » Rl B4 A o] RID (Router ID) ?
O = F B Eh Ay /7 /N 1P fizsk @0 HEEE Loopback fir ik B S
RID Q& tFELEhAY /T TP 5 K 1P Airhk @& R A 7 1 /) 1P
firkk -

OSPF BRI DIEL & — B (48 - & L (A4 ks - 5o % EHE ?
O H (IR) BEREEEMNNSE O [E 458 A &5 E L
2% (ABR) BFrAE /i OFF OSPF 4918 1 56 %4 2 AL HH &8

(ASBR) BEZEHHEN @7 OSPF IREH LM AR E -
AT R H DAEF A OSPF BE K AKA (Path cost) ? Whop M H @R
@click 8 @ FEE KA -

AR RIS R1 > 1 192.168.176.0/21 AYBSFH & 2545 R1 » NI
HEufirdk 2 B e it4s R1? D192.168.194.166 2192.168.159.55 @
192.168.183.255 @192.168.179.10 -

I F A static ~ RIP ~ IGRP ~ OSPF B &R} » DU PR (B e ik &
B2 OIGRP & @static B QRIP E&H @OSPF B&H -
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52.

53.
54.

55.

56.

57.

58.

59.

60.
6l.

62.

03.

64.

65.

06.

67.

69.

(4)

(3)
(2)

(2)

(2)

(4)

(3)

(2)

(2)
(2)

(4)

(4)

(4)

(4)

(2)

(3)

. (2)

(3)

AR A A B E T IIUMER 77 2 OFH e OIS QMM
H DO EE -

PSR 255.255.240.0 #Y CIDR #EC K fl 2 D/16 @/24 /20 @/32 -
TN FI T 4 B A R r] oAk /28 2 D255.255.255.0 (2255.255.255.240 )
255.255.255.224 @®255.255.255.192 -

ERE RN B & TP 5% ? OFMztias (Parity
Checking) Q@EETLEEMEE (Length Redundancy Check ) QfgE Al
7% (Checksum ) @fEEITERMmEE (Cyclic Redundancy Check)
YU EREERE B E 2 ORIPv2 @CDP QEIGRP @WBGP -

BGP 2 1E Nyl EF& B E B HE 2 QX (Host) @F44r& (Sub
Network ) QEIEKAEEE (Local Area Network ) @DHEZRER

( Autonomous System )

TCP fhE = LA T FH& oy N E 4R 2 OIP fizak @B5F QIP fuik+i&
98 @MAC firhk -

Classless P& HH oy € 2 A1 N ARl 7 DQoS @VLSM @VPN @
RIP -

IEEE 802.11b $RHWFESHEE 2 O5GHz @2.4GHz @1.4GHz @11MHz -

& Multicast ~ Broadcast ;2 JE IP #8854 % (tunneling) B > FEAT
e fE A X, VPN 2 DIPSec @GRE ®Triple-DES @IKE -

e edt e AR A E > FERAMEEF VPN 2 OEnterprise
remote access VPN @Wireless VPN @ Remote access VPN @Site to site
VPN -

BHBEARE » REILEHES MY @AM - TyeEIleR
(redundancy ) Ze&HEECIERF &L ? @Core switch @Access router 3
Server Access switch @End-user access switch °

Fotg S s ey 2 v M > FEERHUE FE AT 2 DClustering @Token
Ring @CSMA/CD @Redundant topology -

e at X R AR o FEZEEH] Multicast f Broadcast ~ ELGE MY

Topology ~ #f Spanning tree loop * H Cost/SUCRERXREE & » FEFFHW
TR ? O H2s O QLayer 2 3RS @Layer 3 THizs -
PING #54{# ] ICMP {a]fE %= code ? DRedirect @Echo reply @
Source quench @Destination unreachable -

£ PPP fip E #F2 - LCP fif € 2 A5 W P& B 477 2 DAuthenticate @
Network @Establish @Terminate -

PEHHES BRI DA AEDIRE R 48 (relay ) @RSHEIAVERIEE 2 OEHERR
B S QPSR E B AT H#A (D 175 B bl 43 f50H (O JBR 4 B g R i -
THMeE A AR EI RS % & ? OStatic B2 Default @ TCP 82 UDP %
# QDistance vector #1 Link state @Store ¥ Forward -
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70.

T1.

72.

73.

4.

75.

76.

7.

78.

79.

80.

81.

82.

(3)

(2)

(3)

(4)

(2)

(2)

(3)

(1)

(1)

(3)

(4)

(2)

(D

T E R A A R A E R E R E N 2 Osegment
header+network header+data+frame trailer @segment header+network
header+data+segment trailer @frame header+network header+segment
header+data+frame trailer @frame header+segment header+data+segment
trailer o

(o P {2 [ 4 A o (0 8 i 030, 5 (A o 50 B — (8 o i T 3 0
f) 3 B2 T AU — T 2 (D firfFIfr 8% (Binary Phase-Shift
Keying, BPSK) @UUAHAEAL###E ( Quadrature Phase-Shift Keying,
QPSK) OfmfEIUMHMER N (Offset-QPSK) @ /U H 7 fE#f2E (8
Phase Shift Keying, 8PSK)

— MR ER > 49ES ACL JERE N R ? QMRS O ke OEHIR &
I DE i -

B ESHEs T 2 ACL 2 Ty & 4555 2 (DAccessibility control list @
Accountability control list @Assessment control list @Access control
list °

THIe & B EE & (Transport layer) e 2 QUCP @UDP @TDP @
FTP -

UDP segment Z A SE[E HHER E R 2 QWS E e OREH & &
QHEFE s fhE O HEgES e -

T Fs ARP B ETIRE ? O = Layer 3 HiYfirik @ AR Layer
4 BFRFRAEE QO LU FE IP izt 8 MAC firsk @25 HE R E ZHes
FHes [P irsk -

BTSN - TS IERE ? OEMRFHE OSI 2F A 75—
FE g > RILEHE OFEEFEE OSI @ 2 RERE QFEHEHEE
HL[E R @FEDLE# 7 0MEL OST 2 F R P i E—fg -

15 e B A B S 40 R E Y > NI IERE 2 DTE Layer 1 FA#A @7¢ Layer
2 Bdh @ Layer 3 fth @TE Layer 7 ftR -

ICMP B F%I{ & 2455 2 Minternet Control Message Parameter @
Internal Control Message Protocol @ Internet Control Message Protocol
@]Internet Control Message Performance -

Telnet £ OSI 2 FE BB h iyl — @i € ? OLayer 1 @Layer 5 @Layer
6 @Llayer 7 -

Eh#g — iz A AL $#4#5 ( Binary Phase-Shift Keying, BPSK ) F1VUAH#H {ir §&
¢ (Quadrature Phase-Shift Keying, QPSK ) FY##t » T {a] F iR ?
(DQPSK Y& iy 2 £ Lh g @QPSK AT 55 2 iy (i 7 Z 8 K @BPSK i
FERAVBE TS @WBPSK 5 S E/E -

A fE R R LAN 0B &R 7 O HEs (Router) Q@Q&#HEes
(Bridge) @ ##s (Switch) @DHE4RZS (Hub)
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83.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

97.

98.

(4)

- (4)

. (3)

(2)

(3)

(3)

(3)

(4)

(2)

(3)

(3)

(D

(2)

(D

(2)

(D

IR > T I A EERA Layer 3 a2V HAY 2 O mEF LAN &[F
H 45 @ mafid WAN i QO ggrsny iR 45 @1 LAN #Y°K
JN o

NI {a] fE 5% 1] FH IR 48 B% B5 1% ( Broadcast) ? (DEE4:25 (Hub) QE#H#
#% (Bridge) @Layer 2 X#azs @E&HES (Router)

N E o] FE B VA E o N A HE E (Collision domain) 7 D& H =%
(Router) @Layer 2 & #izs Q%42 (Hub) @OfE#HEss (Bridge)

IP firtk £ 172.16.30.56 BF > FEELAEES ID (Network ID) Jufif 2 D172 @
172.16 172.16.30 @172.16.30.56 -

IP firtik £ 172.16.30.56 ¥ » FHELEIEL ID (Node ID) Afar 2 @
172.16.30.56 @216.30.56 330.56 @56 -

[P ArhbEs 1 {Efr cél B 11010111 B > & FHIWRE S A (Class) ?2 @
Class A @Class B ®Class C @Class D -

IP firsik 255 1 (B Te4H & T 7 &1 » &Y Class B #p&fuak 2 @
01XXXXXX @0XXXXXXX @I0XXXXXX @DI10XXXXX -

P& stk £ 172.160.0.0 - FHEREHEE £y 255.255.255.128 > BI P EIH % /)
& F#8#8 (Subnets) ? 1024 @64 128 D512 -

WA & p& FH 78 2 WAN I/ > EER 1P aeER O
192.168.1.32/27 » 192.168.1.33/27 @172.16.18.255/22 » 172.16.19.1/22
(3192.168.3.6/30 » 192.168.3.7/30 @172.16.19.255/22 >

172.16.20.1/22 -

RIP (Routing Information Protocol ) B&HItE @ KB A @ik 5
BN BEFLFE T E 2 O10F @20 # @30 # @40 b -

RIP (Routing Information Protocol ) BRHITE » € FHix=HY Hop count
B D5 @10 @15 @20 -

Rl 4gpg EE A E (Loop) - #EEACHARS (Switch) FEERH N5 ol fd
IEEE &% ? D802.1D @802.1Q 3802.1G @802.1X -

Ry PR FI4E 0SB £ B &8 - nIE4gES SC#a g8 (Switch) BRAH VLAN
(Virtual LAN) FHFSEfEEHE > H IEEE 238 B N5 & 2 D802.1D
@802.1Q 3802.1G @g02.1X -

¢ ANSI/TIA/EIA-568-B3 #1 & » 62.5/125 1 m ZHSEEEAE 850nm &
T RARERME M ? 3.5 dB/kn @1.5 dB/km @1 dB/km @2.5 dB/

km -

¢ ANSI/TIA/EIA-568-B3 #i#&i » 62.5/125 u m ZHESEEAF 1300nm i &
T RARERME M ? 3.5 dB/kn @1.5 dB/km @1 dB/km @2.5 dB/

km -

g T IEREVENINEERERER AT, FE > EREESRTR
B2 HEH PRIERMER . #HE » WERER A5 0N%
DEEEE ? O25mm @35 mm @50 mm @60 mm -°
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99. (1)

100.

101.

102.

103.

104.

105.

106.

107.

108.

109.

110.

111.

112.

113.

114.

115.

116.

(2)

(4)

(D

(2)

(2)

(4)

(D)

(2)

(2)

(3)

(2)

(3)

(4)

(D

(2)

(4)

(3)

g " EEYEANINEERFRERMHRE  FHE > BEROLE ZEif
RIERT & BE R 2 e » W ERER - T L5 £1% » DT
fERL JIARARES » JARFF A AN R IMEHIE M 2 D10 5 @15 % 320
i @25 &% -
g TREVENI/NEERFERBER M, FE > BRLE S
RIEFF GBS R 2 FE - W R B M RO T N 1] /N e 48 K
M ? D10 2 @15 2 @20 2 @25 % -
X ANSI/TIA/ETA-568-B3 #igE - BIEe S 2 <5 s ARRVBA G By ] 2 D
Rt Q4L @4t DB -
#X ANSI/TIA/ETA-568-B3 #igE » 15 S R S5 sUmARRVBA . Rl 2 D
Rt Q4L @4t DB -
S (EHEEEMNREE) % AR ERE (dB) AT 5I
&2 0.2 @0.3 30.4 @0.5 -
ZESCE S (Rl ) 12 B/holfEIEL (Return
loss) (dB) K T 2 D18 @20 24 @26 -
HEE S (BN ) % f/hElEEL (Return
loss) (dB) B T 2 D18 @20 24 @26 -
AR IR ZERE T DU S ek A B i BE 2 DARIFAH RS (Service
Set Identifier * SSID) @MAC izt @Port 4w5% @IP izl -
THMERN B EmERNEARIZHEE (Deployment model) ? @
Private cloud @Home cloud @ Public cloud @Hybrid cloud -

BIS R ATEE AV RS (Certificate ) B T fEIE®E 2 DISO/IEC
15408 @X.509v3 @®BS 7799 @WISO/IEC 27001 -
FUENEHZE ZAOAERE? OEEEENER QEMHHEHER O
FE BRI R AR OMERERIAV AT HME -
EMHEERE T FRHEZE L E RS2 BN TP —H R 2 OBz
B @2 T QIFFEHig OEMELlT -
THIE—IER & SaaS A[{THYETE A ? O AE OFEHEHE OFEH
PEHHER L E OFEHHAE -
THIH—IE 2 SaaS EAENFHEENEH 2 OFERSIEELZS OFER
mafl QEMME D ARG OFEHERERL S -
TN B IR — K R ik B A 2 & i Fy Public SaaS A ? (DBusiness logic #UA8
@Real time #HE @Bulk consumer data ##& @Critical ¥ A& -
T By TaaS BN EE 7 ORI QRS EHE O InflHH
DEFZENE -
T E AR 2 [aaS FHEE T LDLHENE IR 2 QP K @R
% QOFHUE#R EH OFRBEE -
laaS fRHLEH T EEAEHZEHIFE ? OFEHE Middleware @A
EIEELRG OFHEERHTHE OFHEEH RS, -
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117.

119.

120.

121.

122.

123.

124.

125.

126.

127.

129.

(3)

. (2)

(3)

(3)

(D

(3)

(3)

(4)

(4)

(3)

(4)

. (2)

(3)

TFIMa)E R B E g E A AR S EAY (Service Model ) ? MSoftware
as a Service (SaaS) @Platform as a Service (PaaS) ®@Information as
a Service (IaaS) @Infrastructure as a Service (IaaS)

Lk R B R R ( Additive Increase Multiplicative Decrease, AIMD )
el e 2 R AN E € 2 AR 2 OTCP Z it E @TCP
ZVRZEES] QIP Z HEEESH] @WUDP Z R & 2] -

BRI 7, K 49% (Ethernet) {fiF§ Manchester 4gf% - HiZY 10Mbps £ A 4E
FEAVEEE (Baud/sec) B0 2 OSM @10M @20M @40M -

[Pv6 1258 (Header) 2 E&E B /AT (Byte) 2 D128 @56 @
40 @32 -

B & T %052 (Quantum Cryptography ) BEWGEPRIER - R R %I (E
TN 2GR RE FR LB B AR i 1y % 5 2 DOTP (One-time Pad ) @AES

( Advanced Encryption Standard) @DES (Data Encryption Standard )
@RSA -

I 6kHz i % ik —AEFIEH S - EaHAELL (Signal-to-noise ratio) £ 20
srH (dB) » AUfR$E Shannon &3 0] 2 Y e K E R 2R By fa] 7 (A RE
TEER * 1og,1001=9.967 ~ log,101=6.658 ~ log,51=5.67) @
59.802kbps @19.974kbps (339.948kbps @34.02kbps °

Hif5 IP HERESRET » BFEHEREEANE ? OFRESS
AHER > RS AEHE O EER K URL fEHT & 1P fz ik O
JTE 23 Bt # 5l (B B R E 26 B 8 I H AV @ 7o BUE 25 LR B R 1P Ay 4%
B -

EVHREE (1oT) BAIFH - URTE(E ARk 25K fy B E o5 F 4 I s (A f2 it 1P &
HEER ? O X[k @Web {dfkgs @DNS f&fkas @DHCP &k

B2

IP iz ik Y R Z(TTE ? OHNRESRER O ERIE ©R R
TREAVEER TN E NS & T & AR S5 & [0 7 i
bt @A AR S BRI E R ARIR AL LR B iy frak -

$iE 4 gy ZE R ] fR 95 Shannon A AT HE U H M 5 a5 RME

W=H 10g7(1+%) » Hot HrfUREE /M ? O cHimER QK& OM

o O FEEE -

TH 5 JE TIEEE 802.15.4 EReEEN e T e & ZBIEHRE? O
868MHz @915MHz 3®2.4GHz @W3GHz -

ZigBee #9E% g 71 2 T HARE A HE R > AEE Y ERE ? OER

( Star topology ) @FERHE (Bus topology) @R (Tree topology )
@H4E4R (Mesh topology )

ZigBee W@ - HTNEI EZ @RI AM 2 O4EE (NWK) -~ HEEFER
(MAC) ~JEAJE (APL) - Ef8fg (PHY) QHEGFH/=
(MAC) -~ JfEAJE (APL) -~ B#/g (PHY) -~ 48k (NWK) O
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130.

131.

132.

133.

134.

135.

136.

137.

138.

139.

140.

141.

142.

(2)

(3)

(2)

(D)

(3)

(2)

(4)

(3)

(12)

el (PHY) -~ #EEFHE (MAC) -~ #igfg (NWK) -~ JEAE
(APL) @#ERFHE (MAC) -~ JEMJE (APL) -~ @& (NWK) -
HhE (PHY)

T fEEEE T N REY B (10T ) &4 Mol 24z g e 2
OEERE Q7Kg O X fE ke DBEEHFERE -

T A1 o] e 22 S B T B B 8 B i A BEUR BB B e ARV a0k 0
{5 FH Il A RIZ &R S - EEiR sl M ERY 4 2 OMaker Media @
ZigBee @ Arduino @Packet Tracer -

THaE B s (M2M) R&mER] 27 OAIFEEH > JE A
Fi App HEZE ol BE A2 B @3 e R BB MR ln S E ) Q82
L ZEE RN SR OFEE P O AENTREFHIRET -
FAE B F IR ERE T - HEE RV A FEE R EER > FrEANG
A4 (Chromatic dispersion) » fR¥5{fHEH ? OB EH (Modal
dispersion) @ZEf#EL (Zero dispersion) @ ZE iy (Waveguide
dispersion) @M} EEL (Material dispersion )

HAE B HIEERE S NEERAYEAE R —EE P ERER - FriEkay &
ArE 4 (Chromatic dispersion)  {RfgflfE E1fg ? OBREEH (Modal
dispersion) @ZEf#EL (Zero dispersion) @ ZE iy (Waveguide
dispersion) @#FIEHL ( Material dispersion )

FAE S 2 HE > FHRER T T ET ? OFRE Q2K O
B Q&S -

R —TENE (iR ERHES—NnE (FiRn) I fES
T BTG - H AL A 6 1 BTt O ) [l Z BE{% Fsn,sinf; = n,sinb, °
PEREMA R ? OEdrER (Gauss's law) Q& E M (Fermat
principle ) QL E®E (Beer's Law) @FEJSEE®E (Snell's Law )
Ty EM R R E AN KA E - RN ER N E 2 OBRBEL%E
QEm T hEEE QLI ORI -

TN A1) R 2% e g e i G 4 S A B R 2 D2.4GHz @5GHz
1.8GHz @3GHz -

(134) T F1H£E i 0 1 Sk A % AR AR AT HE {1 54Mbps (&) DL EE#gwZR? @

[EEE 802.11a @IEEE 802.11b QIEEE 802.11g @WIEEE 802.11n -

(234) #5 AP (Access Point) Z #i#& B IEEE 802.11b/g » RIEBF {5 A N HI0E 3 (&

Channel TJRE &5k F#8 2 DChannel 1 ~ Channel 6 ~ Channel 11 @
Channel 1 ~ Channel 5 ~ Channel 9 ®Channel 1 *~ Channel 3 ~ Channel 7
@Channel 3 ~ Channel 7 ~ Channel 11 -

(234) Ty 40 47 [ IR AR BE AR > WREE I E A 2.4GHz #HE% 2 DIEEE 802.11a @

(14)

IEEE 802.11b ®IEEE 802.11g @WIEEE 802.11n -

I e A T S A RS AR A o WELE R E A SGHz #HEE 2 (DIEEE 802.11a @
IEEE 802.11b ®IEEE 802.11¢ @IEEE 802.11n -
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143.

144.

145.

146.

147.

149.

150.
151.

(124) 75 1P firhk & 161.61.16.85/25 > THIWELIERE 2 O /25 ) FTon TR IE
B A 25 1 firor @#% 1P FTfE T4 BRI EE#% 1P & 161.61.16.127 B
2% 1P E1161.61.16.128 fE[E—F 4 @z% 1P FTfEnY+ 498 2 1P &
161.61.16.0 -

(124) ARFI A 4R B EH BB QU PSR > FH P W R B EEE A T YL EE4
Wk s 2 OIEBTEEAL P EE (ADSL) BEtd @8 8is i
(Cable Modem ) Q@—MEEEE @NMBMEL & Imee A (Optical Network
Unit, ONU)

(14) WRL4gpg AN RRL KB EieE ? OB % K FIHEE OIP firkk i
QML IE BT R O RIEE -

(24) TEIMEFEFRR ZEGER ZHEE TR > T EmgE ? OLFEER
REEAEFZE (Return-to-zero, RZ) 4Rl @ L KR REHAEE
(Non-return-to-zero, NRZ ) 4Rt QT J7 2 Fon (i {3 95 50 & SO
( Alternative mark inversion, AMI) 4R @ T HEFEERFEHAEER
## (Non-return-to-zero inverted, NRZI) 4@hE -

0 1 0 0 O 1 0

LG 1

(134) B =5 S /AT 468 (Differential Manchester encoding ) » R5I|IHfLE
IEHE ? O EA E A S EER - Z4EEEZD (Self
synchromzatlon) (@IEEE802.3 CSMA/CD #dp& i {H i @OFEERME B

AR e R R AV B 46 R P R B O ERME &1 > AT H
Tﬁlﬁﬁvﬁaﬁqu'aﬁﬁ%ﬁl%?ﬁ

. (23) BN ERITF4RTS (Manchester encoding ) > THIWFLLIERE 27 DIEE[E

> (Self synchronization ) 4Rf% @IEEE802.3 CSMA/CD #Ei& i {HFH
AT P R EEU BRI EEUFER 0" FEckRE TR BEE
E@ﬁlﬁ?ﬁzﬁﬂf S For" 1" OFEf e E PRI R EE A ERF &2 EALFR
AR TR R P & B E R A EE AR R"0"
(14) 5”@5‘& OTDR EMCEIFF AR £ (nm) ? D1310 @1350 @
1510 @1550 -

(123) T HI0H L g 7y e 4 B 23 0 A 2 DFC @SC QST @FT -

(123) BV MR RS 24 PRI IEWE 2 O A& 2R Hilm At ETR
o 0 A AR R Y A (D18 1A I K A (2R Y BHUE 28 A R TG 25
(Encoder) #1T4RtE > miBas T ITaRJRESRES (Source Coding ) K il
B4 (Channel Coding) QJE N 872 15 REPR il sH 5% SRS 1A B (& 7 2 4
REVEEE OF B B E U A8 R AR By AR GE -
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152.

153.

154.
155.

156.

157.

159.

160.

161.

162.

(13)

(23)

(123)
(134)

(124)

(123)

. (24)

(14)

(24)

(234)

(14)

NHIWRLLE OTDR At HEHOEEH R 2 O AIES (Rayleigh
backscattering ) Q%5+ (Diffraction) @IEEF 4 (Fresnel
reflection) @M E (Interferometry)

B 7Y OTDR By 8 » THIWPLE IERE 2 ONKE & & B & MR QkE &
FERas > FEERAUR OIREEE AR - MR 4 m-Fog @MEURE
ok HmA YL T ? O T @QFET QBT OFET -
THIREL TERE ? DALIMNRERHE 0 E DURE S BERY U7 ST OB oF Rl
i A [ G EH i sE & MEBIEE R QLN AT EERY) QBT &
FOPEEE ~ (RIh -~ (RS E Bl -

Gt ERrEE THIE T =X ? OEEFAIHIFR (Double Sideband
Suppressed Carrier, DSB-SC) @#E® &% ( Vestigial Sideband, VSB)
@R (Non-sideband, NSB) @EHEEH (Single-sideband, SSB)

THRLE By 7 K 4 ES Ethernet FY{EEGEL /> 2 D8 @EEL LG QFH#HE
& DR -

AR A BE TR IR i FE Y BT R R l& oy - N AIREE R IERE © O
EAIEE (Wireless Metropolitan Area Network, WMAN ) & F DLk 2 52
&N A FE & AT A KA B & @SR &I A EE (Wireless Local Area
Network, WLAN ) N —@BEY S A= 2N - HigmsEmEE R 10
IR QLR E A4EEE (Wireless Personal Area Network, WPAN ) BV E
FHREZEEAEHNENEE T OB ER S @F 4R I
(Wireless Wide Area Network, WWAN ) HY {5 i & [E H [E B B [5] 35

i fEEEES EOR F B R 2 MR AE RS -

BE I fEAR EE O (Microwave ) » FAIWFLELRERE 2 OMFFRH EAE 20
GHz #] 1000 GHz [ @& @A N & (Wideband ) S &%

(Radar) Z& QUK & — T EGN @ WA GE MR EE 2 @FHigr
RRATEFSEEEEHHEE > AFEHE RGNV ERE -

FANEES (Bluetooth) € @ FHIMPLEE A TERE ? OEANMELILH FH 2
R HPREESEESEE (Slave Device) #ig Bl 1 HEFEHE (Master
Device ) ZFE @JF A ES HY A A B AL K 764 (Piconet) - 1 {EFZ&E A
A B B H W R & % (#7848 (Piconet) Z A ILHWNEEE - HIFT
TE B 0 4 & Ff R 248 (Scatternet) @1 {E %48 (Piconet) /0 HEE 1
fE E4EE (Master Device ) KEEENEEEE (Slave Device )

BN B BT AS OV AEEE R i - TR IEHE 2 DEE oF B 80V L IR G 3L
A 12 f@fize @A (Type) UFE L EH LAY K P (58 A AY 5 A8
B OIEpEsE R (Header Error Check, HEC ) DL & fEUE 1+ {6 24 34
R EmE4ER @OF555H5 (Sequence Number, SEQN ) J& 1F 3 U It
W EEEE > HUHEE R GER -

B8 > M 45 S = 491 (Wireless Ad Hoc Network ) BY%FM4E » R AIHRLE F
W ? OEGEEEKEASBEY OFEEE N TEREEE OFg2
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163.

164.

165.

166.

167.

169.

(14)

(124)

(14)

(24)

(134)

. (13)

(13)

FIRNEBIESE 2 M ZE (Jam) BIRER (Spoof) @EHE H 2K R I
(Source ) {#H#HE HAYME (Destination ) - A &% 25 ([ o 4 67 B i 178

B A S 4R 49K 488 (Wireless Mesh Network, WMN ) > R %I IF£6 1E i ?
O H#E R Rl Q&R BB TEIRE )1 O HEF RS 25T
GHRK @ETER M TR IR RS T2 E -

RE N BF R 4 E 26 EFEL ( Time Division Multiple Access, TDMA ) » |
FIRLE TR 2 D aF 208 {55 A 3 (58 FH AH 5] B9 A 22 5K U 7 @ &1 3R
TERYES | SRR S 4HREE | 9f4HE - HerRI DAL OBHE 211
FHEFEESEH > BAEEAENERANGEE OFFHEa EE 2
FRHME (Frame) - 7EEEERAEF FA 75 28 %F ERE (Time

Slot)

B EEE Rl - AP IERE ? O " uAH % (Binary Phase Shift
Keying, BPSK ) &% {5 A AH ST ooz ) Ron S E 7t QA SR
(Frequency Shift Keying, FSK ) % DI#g S HEERFIRALIT 0 > BAKAY
BARFRMLIT | @ZEHEIEH#EE (Differential Phase Shift Keying,
DPSK) s RS9 H A Bl m 1 Bz chv E 9 tbes » SHEEE S 1
AERE Ry 0 @IER $##2 (Amplitude Shift Keying, ASK) F& it K
AT R o [ R EE IR AV O RORALTT 10 5 R R R Y O R OR
fz7e o -

BN AR A HL (Wireless Access ) Fefl 2 &t - NP A ERE 2 O
$E2 EFHL ( Spread Spectrum Multiple Access, SSMA ) ¥ figbbIEE AR
flo 75 Z B KAV (E AR @58 73 & % EfFHL (Time Division Multiple
Access, TDMA ) Fifft » SHEFERE Y 08T 25 (8 F P E 22 B BCE B @2
145> E 2% E{ZHL (Space Division Multiple Access, SDMA ) #fly » A%
il e 25 i [ N FH P Y 85 B D% AR 7y | 2 B {7 HL (Frequency Division
Multiple Access, FDMA ) £fft » 5 8 51 2 S 09 SEAR ES o7 B les 18 A
EHHEfEAHE -

B OSI LG fEHVDhRE Z At - T HIURLLTERE 2 O dmfg (Transport
Layer) &= /] MG Hinil S H %A Q&R #PSE (Data Link Layer)

B RS A i R R R ] @EA g (Application Layer ) & 5 &1
FEM RS ZHHEE @HEASE (Physical Layer) B R EXREIREHWE
HHYBERG 55 A . -

TNEIIRLEE Ayl Ik 4G B (Local Area Networks, LAN ) BVEARZ K 2 OFF
SR EAREN OMRIERRRR 100 A H QES N %88 R HEE
GO&ERME I HERGH ER -

BN ERHE RS - YRR ? OERA#HEM (Data
Switching Equipment, DSE ) B EE (S IEAYENEE @& 1} &% I 5% 7
(Data Terminal Equipment, DTE ) BE & EEH A FEILERIVETE O
EillmaHa%f# (Data Communication Equipment, DCE ) N & & # X &k}
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170.

171.

172.

173.

174.

175.

176.

177.

179.

180.

181.

SETT TR R AV ET R OE B g BA R ERV R AR -
T E (R - AR BL AL T -

(12) B4R fr k82 (Network Address Translation, NAT ) - FFIIFLEE
WE? OB/ PR Z A IP izak @ @R nZ M @ hn# L4 rs
HY RIS OFERE B EN RS -

(124) BANR T B8RS - THIPEL R IERE © OF ZEEE YK A H#H G O %
HEESELELEE @R G2RE) (Jitter) 22 QFEEEAKLHAS G
PEHHES -

(234) THIRLL EETH A B Bk iE E a4 ( Data Communications Equipment,
DCE) ? QO#HEH OHIE L KPRz OIE P 4L e

(134) BE 5 (Bluetooth) E A - i THIFEMAL 2 OFHES (Access
code) Q@FF¥5EHE ( SEQuence Number) QFEPE (Header) @&

(Payload )

(124) 25 (Bluetooth) Z & REFHF LR A 73 RWi2&7E 2 W100mW (20dBm)
©2.5mW (4dBm) 32.0mW (3dBm) @ImW (0dBm)

(234) IEEE 802.15.4 % 2 F 2B RBE Ryfo] ? OEE /Y EREARIE (Data
latency ) @ B F5EMERVAERS 2268 QR S AV EEE AS 3 aT 24808 @O
ANEINERHE 2 2 gk -

(123) ZigBee fIE 4 EE & ML TG E 2 OFFHss (Coordinator) @
FEHHEs (Router) Q& UMZEE (End Device) @FEHIZs

( Controller)

(14) TFHMTE R IEEE 802.15.4 EH#EJg 2 FHINAE ? ORUE B AT 10 47 2 U

e QFEILEE QOfffFREE OFERFEIER -

. (123) IEEE 802.15.4 & ZHAE (PHY frame) ®& FHIWLERAL 27 OE 1=

PH (Synchronization header) @EHZ/ERETH (PHY header) QEHEE
&R #E (PHY payload) @#E#E##45 (Logical link)

(23) IEEE 802.15.4 2 Superframe Z2f# {4 H Beacon FHYM 2% ( Beacon
Order, BO) Ei ( Superframe Order, SO ) =& » NHIHLLFHE 2 OBO
fiE A E Superframe HYEE @SO 1 E Superframe FUERE 4> (Active
portion) M&EE GBO ¥ SO WEAREF : 0=SO0=BO=14 @& SO=15
f > B A Superframe Z24% -

(14) fELRFEEZ ML (Wireless Ad Hoc Network ) 2 EBjA e » FEHE
T AR B J77% 2 OB & (Distance vector ) QBRI B H

( Dynamic source routing ) QUEEIKEEH (Zone routing ) @45 R EE
(Link state)

(134) SefE e R mig h - SRR iR E BB T BRI % (Chromatic

dispersion) > FEEEE NFIWE#FE ? OFEREER (Modal dispersion )

@ZEMmEL (Zero dispersion) @ EMEE (Waveguide dispersion) @#FF
By (Material dispersion )
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182. (123) K4 AN AK B2/ VR E S T T R ER 2 OFH
(Transmitter ) @>¢4& (Fiber-optic cable) @FEUizs (Receiver) @
f&+%gs (Bridge)

183. (23) NHIWRLL 0 g i A i gR A Es (M2M) B #Ejrv&Eaf] 27 ORENEE
B T 25 TR BB Bl — AR Y AR BE (O ZE B ME B8 EUE AL R i o A
) 25 A VR R i R i (D38 B G P BB B 42 i I EAES DA R S5 TR
OFE AT LA & RIS R R B E & E -

17200 48pERae Z& TAETRHE 04 : ¥R TTH R LA HER

1. (3) NI {a[ & = TANA R4 EEFA A (Private) fEFH > 1P firdk 2 @
172.32.1.34 @172.15.2.43 3172.20.23.186 @192.169.0.1 -

2. (4) THMEE A 2 TANA fREE AL AN (Private) A2 1P firhk 2 @
10.23.123.54 192.168.0.34 (3172.18.168.23 @172.32.45.127 =

3. (2) IANA {&¥ Class B f:fA ANfEFH 2 1P {ir bk & E A 2 O
172.1.0.0~172.31.255.255 @172.16.0.0~172.31.255.255 3
172.32.0.0~172.63.255.255 @172.16.0.0~172.32.255.255 -

4. (3) IANA =¥ Class C fEfAANEFH Z 1P {ir bk & E A 2 O
192.168.1.0~192.168.1.254 2192.168.0.0~192.168.0.255 @
192.168.0.0~192.168.255.255 @192.168.10.0~192.168.10.255 -

5. (4) IANA R Class A fftFAAfHEAH 2 IP fubk&@E Af 2 O
10.0.0.0~10.0.255.255 ©10.10.0.0~10.10.255.255 ®
100.0.0.0~100.100.255.255 @10.0.0.0~10.255.255.255 -

(2) [ANA R %1 Class B @ps R AMEH 2 D8 @16 324 @32 -

(1) [ANA R % Class A @EEEMAATH ? O1 @4 @128 @256 -

(4) TANA frE %[ Class C HEEHEAAAFEH 2 @1 @4 @128 @256 -

. (2) 200.12.34.53/29 FRAERYAEEE 1 - B — T f5 E 4G5 FEH =2 1P firkk By
il 2 0200.12.34.1 @200.12.34.49 3200.12.34.17 @200.12.34.53 -

10. (1) 200.12.34.53/26 FrAE V4RSS > et — (T f5 E At (E A 2 1P firhk A
il 2 @D200.12.34.62 ©@200.12.34.82 3200.12.34.78 @200.12.34.54 -

11.(2)  179.34.42.7/23 FRriEHV4EES T - ez — @ nlf5 E 4G e H 2 1P fr ik &
il 2 D179.34.42.254 @179.34.43.254 3179.34.42.255 @
179.34.43.255 -

12. (1) NHIWE—{& 1P fir b vl f5 E4a e A 2 145.23.22.255/23 @
34.234.123.47/29 3160.68.255.255/16 @190.43.23.159/27 -

13. (3) ¥ IP firhk Ky 56.78.0.0/20 Z 48#& 4y pk 8 (B T-48s > H T4 = 5
fal 2 @D255.255.255.224 @255.255.224.0 (3255.255.254.0 @
255.255.248.0 -

O o0 3 O
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.
24.
25.
26.

27.

28.

29.

(4)

(2)

(3)

(2)

(2)

(2)

(4)

(D

(3)

(2)
(3)
(4)
(2)

(3)

(3)

(2)

& B TP iLhk & 56.78.5.34/20 Z $EEE o3 Bl 8 {1~ 48RS - 2B 3 {E 14
B& IP firsik Rfor 7 (D56.78.7.0/23 @256.78.12.0/23 (356.78.8.0/23 @
56.78.4.0/23 -

5 B TP izl By 56.78.10.34/20 Z 481& o7 B 8 {IE T 491% - HEE 4 {5149
B 8 — B AT fe E4a s A 2 TP ik R f] 7 056.78.4.127 @
56.78.7.254 (356.78.8.254 ©56.78.12.254 -

B 1P frdk B 25.178.10.34/20 Z #8p& o7 Bk 8 {8l T 48 1s » H A (E T4
B SR S (E TP Lk mfsE &G et fE A 2 D512 @511 @510 @509 -
& B 1P sk B 65.8.20.34/20 FrEZ #8716 fli T-44#s » HA(E 1
4% o A 2 TP fr sk rIfE Edaak A ? D252 @254 @255 @

256 -

SR YRS AR R Ry 255.255.252.0 Z 48RS FE oy Ak 16 B 48R - H T4
PEMEER Fyfo] 2 (D255.255.255.0 @255.255.255.192 (3255.255.255.224 @
255.255.255.240 -

— &l Class A #8#& % 1] 77 28 EAH & HY Class B R/ T-4iE 2 D128
@256 3512 @64 -

— 1@ Class A 4% A % 1] 57 BB A & I Class C R/NBYF48R% 2 D
65535 @32768 (365534 @65536 -

THeffE Class Z 4GS m 5 E4aax FEEAH 2 1P (L bk #ZE 5 % 2 DClass
A @Class B ®Class C @Class D -

TH{EfE Class 24 E 5 % 2 DClass A @Class B @Class C @
Class D -

Class A Z PS8 E LA KME 2 D28 @27 26 @2° -
Class B Z 49 = A % (E 2 D216 2215 3214 @213 -
Class C Z iR A %M 7 D224 @223 (3222 @221 -

25 1P fir bk B H T 49 R& 3 25 47 B B 100.35.62.65 K 255.255.224.0 » 0] %%
B (D100.35.62.65/18 ©100.35.62.65/19 (3100.35.62.65/20 @
100.35.62.65/21 -

#5 IP firkk £y 111.123.23.65/20 » Hr 7/20, A E ? OIP WAL TH @
TR E L TE O FHEERESE T 1 Mt @O FHEREZE S 0 1Y
firoc# -

5 [P firdk Fy 68.68.168.65/26 » FFIW{E 1P fir ik B 51 & RN AE [F — T4 %
th 2 (068.68.168.70 268.68.168.118 (368.68.168.63 @68.68.168.126 -
4 [P firhk & 161.61.16.83/27 » THIfal FHIERE ? D% 1P Fr LY T 491 [P
By 161.61.16.80 @3% IP Bl 161.61.16.65 fE[F —F 4918 | Q% 1P Bl

161.61.16.96 £ [F]— &g @4 1P A T-HEEHY 7 1P &
161.61.16.127 -
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30.

31.

32.

33.
34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

(3)

(3)

(3)

(3)
(D

(4)

(D

(2)

(D

(3)

(3)

(2)

(2)

(2)

(4)

(4)

(2)

& IP ALk By 16.6.162.35/25 > THIa[EARIEME ? O /25, #AR T
HERIA 25 1 izt @#% 1P (L bk AT fE FaE s Y EE#E 1P Ardk A
16.6.162.127 @&% 1P fulikFr{E F#EE vl f5 E & e i (F Y 1P fu ik 8=
By 128 @ex 1P fr bk E F495& 2 1P firsik# Ay Host ID 37 7 {@fz7T -
(EFH RS Hans > AR E THI—IH 2 OF H IP firik @ 1498 #
= QEMATE OE (Gateway) IP -

£249 (Full Mesh) RY4EAR (Mesh) $#AEETh » & EBRAEEL fy 20 (EEF -
HARHL (connect) HERZ /D ? O170 @180 @190 @200 -

I — MR A 5 © Q&R OERPE @4k @IFIR -

T — AR AR T EI R N R R —(EEEE 7 O2ER QBRK O
[ HE @4iR -

TR TR ) B SCAATE 2 Dlntranet @Hinet @Seednet @
Internet -

FHE (Client-Server) $4EEEL¥IFEF (Peer-to-Peer) WEELLE > 51
BN BT EERAVER ? ORERARK OQFS5EH OREHE
HIEE DRBEHLE -

5% 20 (Peer-to-Peer) #gp& 8L £ (Client-Server) MpSLLEL - 41
BN EHEXMRER ? OF SR OFeTERE OEFRE
Al 28 ThAE @R B R AL -

T E R T AEENER  BIFECHATE ? Olntranet @Binet @TANet
@Extranet °

NAIET A 2 I E i A A eSS BV EIH 7 DsEA (Syntax) QB
FF (Timing ) ®2 1. (Multiplex ) @zEZE (Semantic)
NI AN IERE ? OF 5 TR —FEREHEEZE Q28 TIER—
[ ] ] 8 [m) (8 QAH B2 45 A = A 2R B TR AR Y 28R (D) $8 P AE
5 R HY B BRE R R AR -

T ER AT AR LS SRR BB (EE ? O EEZ T (TDM) @
ARG (PCM) @9 #% T. (FDM) @552 T. (WDM) -

OSI & F R th » RNF|{a[F R EFE/RE (Presentation Layer ) HJINAE ?
Ohnfe® @REdH ONIHER O -

OSI £FFH A G » NHIfEE A ZEME (Application Layer ) HY{HE ?
OSNMP @QIGMP @SMTP @POP -

OSI 2F A F » NH[E A2 Gk (Session Layer) HYZNAE ? OF
SRR AETE QBRI EM QB QR EZH -

OSI £F R th » T HI{a] F A ZE#HEm/E (Transport Layer) HYZHEE 2 @
RERIVIEE @fErriEd] QOEEZES OERINE -

OSI 2F A » THa[EF R 2 E RS (Data Link Layer) #YIf)

At 7 OsEsR¥ES @& 4k QOEABFIIEH @REZH -
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47.

48.

49.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.
6l.
62.

63.

64.

65.

(2)

(2)

(3)

(3)

(3)

(4)

(2)

(2)

(4)

(2)

(2)

(4)

(D

(3)
(4)
(1)

(D

(2)

(3)

OSI £EfEAF > Hi—EEFER NI ? OERE OB #EEKE
Qe OHEmE -

OSI & H A > Iff— EEEE%EB (Routing)WYIHEE ? D ERHHEERE @
Mg g OFmE OEKE

Z R 48 v P 58 P Y R RS A7 BRI AN 07 05 Be el 2 DFFEC (Token) @
CSMA/CA ®CSMA/CD @z (Polling )

Z R MBS A (A B A8 A 1k 3275 2 (E iz 7T4H (Byte) 7 W4 @5 @6 @
7 o

KR M E R A b > AR IR E IR R E 7ol 2 O .

@; @ @~

TFIWE—7fE IEEE Wireless LAN BV E g 2 5 m 2 O802.11a @
802.11b ®802.11g @802.11n -

THIHF—7E IEEE Wireless LAN XY EH i 2 (K 2 ©802.11a @
802.11b 3®802.11g @802.11n =

IEEE 802.11a 2 Fp { A Ay A BE By fe] 2 (D2.5GHz @5GHz 32.3GHz @
2.4GHz -

IEEE 802.11¢g #EAEFT{E FHAYAEER B ] 7 WSGHz @2.5GHz 32.3GHz @
2.4GHz -

IEEE 802.11g BEEEN S & EH iR K% /0 2 D11Mbps @54Mbps @
5.5Mbps @25Mbps -

IEEE 802.11b FEAENY = (E iR K % /0 2 (D5.5Mbps @11Mbps @
54Mbps @25Mbps -°

iz e & R JU R i% ¥ (Cyclic Redundancy Check,CRC) fEFHER 1%
HI o A 252155 (Generator polynomial ) 5 x4+x+1 » 5FEfir T &
011100101010 2 CRC A 0000 @1101 @1110 @1100 -

TCP J: UDP Z Well-Known 358 & [E fy D0~1023 @0~65535 @
1024~65535 @0~255 -

—{[& IPv6 firik B HZ /DAL eATéiRk ? D32 @64 3128 @1024 -

FTP # b {Elfkes Z THER R GE Ryl 2 D110 @25 @80 @21 -

T FIUIR— 7 A AR A E TR TP iz ik R R MAC fizik 7 DARP @QRARP B
DNS @ICMP -

{2 PPP s WAN HYZELREF - folfd 8 3 ih o B B L B AH RE R E
PPP ? (ONCP @CDP ®X.25 @CHAP -

{5 (Fractional ) T1 &E&H 2 3 & channel » HEFZEHAE (bps)
Byl 2 1,536,000 @192,000 320,000 @64,000 -

[Pv6 4% Hh 1Y BE i it A 7 BV A RS IS > BRE 2 55— 20 % ping local host 3¢
loop back firsik - Fr{E HAYIE S B 2 Oping ipv6127.0.0.1 @ping
0.0.0.0 ®ping ipv6:1 @ping ipv60:0 -

Page 30 of 71



06.

67.

08.

69.

70.

T1.

72.

73.

4.

75.

76.

7.

78.

(2)

(4)

(4)

(4)

(2)

(D

(3)

(4)

(2)

(3)

(3)

(D

(4)

# 1Pvo Mgy — & TR H B4HR8HY 1Pv6 fir ik » 53] MAC firik &
0010:AB23:4567 » NHIfal & EHk A EUI-64 FE4HY global-unicast
interface identifier 7 @0010:ABFF:FE23:4567 20210:ABFF:FE23:4567
(30010:AB23:4567 @0000:0010:AB23:4567 -

DNS T/E O4i& & (Network Layer) @f&##E ( Transport Layer)
@ s8E (Session Layer) @FEFE (Application Layer)

DHCP =i {58 A Aol B B9z ik AR EE H 1P fizsk 2 D127.0.0.1 @10.0.0.1
(0.0.0.0 @255.255.255.255

T H W — & i 5 157 & [E B 5 A TCP 82 UDP € 2 OFTP @SMTP 3
Telnet @DNS -

HLE RS 4HHE > TP:192.168.1.30 ~ Subnet mask * 255.255.255.0 ~ Default
gateway : 192.168.1.254 ~ DNS : 192.168.1.1 » % H I 2B IS 4 18 1M
AR S - TESRH T fEfE < 2 Oping 127.0.0.1 @ping
192.168.1.30 @ping 192.168.1.254 @ping 192.168.1.1 -

Ty ERE 2 ORFEFEREL (Signal to Noise Ratio, SNR ) E# &l
SRR DIFERIIR @ m " E b EE S ENERERE QO0SI &%
RIS 0 g 23 fg (Presentation layer ) @i@EHis o] UBEUL R 38 4
B H—RAREM—EEE » FEFFWER AL T -

THE Y TCP/IP wafllih & 2 il - {n[F R IEHE 2 O [ETF 4H8k & F i
TEIEM Q@ RIAE M G E S 2w E O R R E E WRE P 38
KHEHR T E @B OSI 25 AMHE - A TS -

T E A B E R ARG P A ? O (Thermal noise ) @FH%E
FEER (Intermodulation noise ) @& F (Crosstalk) @D E KK

( Multipath )

A AR B Y T = B AR Y ORRE P aYEREE R E
R R B o (SRR GE 5 a8 R B 28 2 B e (@ FE 4R BN Y (H il 0 N 2 Bl
B T8 Q4R B M > BB IR I =R @QELR E I A[E S —
B g EAERS -

AERHVERER IR EAE - NEE T —E 2 ORGIKE (Attenuation
distortion ) @ZEIEZE (Delay distortion) @ EREE (Multipath)
@ (Noise)

THMe &R 2B SR A EE 2 O2HRNNEZER/N Qe
QEZERBER A FZ T @& B sE R 20 o] (= ] B & S E s 5y
gt

N %{a[ % & FDDI ( Fiber Distributed Data Interface ) 498& Fr (s FH 09 (&
IE? O QmEER S QEMEL G OFREHESE -

BEHS W Al Y (Multi-Input Multi-Outputm, MIMO ) #1if » T 504
BAIEME? On][EREZEHEAEE @ imEfaEE (Capacity)
QL EELTE (Multipath ) K @OFF 8 24 iy ke 20 s S EF (5E F B
— R B I WL TEGE -
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79.

81.

0]
\o]

84.

85.

(3)

. (3)

(3)

. (2)

. (2)

(D

(2)

- (4)

. (3)

- (4)

. (3)

THMaF R EAE Ry E % EFE (Frequency Division Multiple Access,
FDMA ) 8YFsME 2 O 3HE 7 Bl (8 A B SR A A E QT8I & /AHE
F¥ T %8 (Duplexer) Q% —{& 58 % b0y 8L (5 5% &0 (E M EI YRR @
—HEWRIEER  AMGETE G [ EHE L [ERF @ EHZEHE -
THA AR5 % EFHL (Time Division Multiple Access, TDMA )
HIRHME 2 OFGIHE DA RITE VI E » 73 B2 (BB 1l - (B ) A —
= 7] DU AU E R @2 EEHE T A E—EH R HE O
BN} (e gy 2R 5 B P B B B (DR [RIRY (5 B 5 22 F OB S R (Guard
slots) RS @ FTDAE EaEH N EIE -
THa & R 2 iE% EFE (Code Division Multiple Access, CDMA )
HIREME 7 O i 3052 Pl 75 78 S fk e 22 B (E R AR R © 7] /o 25 (Rl {5
& HMEERER @ %2 HREM T8 OBEEHET#HAEE O
B+ (Codeword)
T E R AR E N 2R ? OfE @ OO @[F =
.
BHE N ZHEARESE - R e RS ANFERER B O
g @M @OME DML -
B T 2EHE - SRR I TSt EEARES (Spreading Code ) #
THER BRI TR BBEHEE - WRKEHREE B REEN T =5
s FEHEREE I N AR & OE#FEFYIEMH (Direct Sequence
Spread Spectrum, DSSS) Q@Bk#EFEAH (Frequency Hopping Spread
Spectrum, FHSS) Q4L4ME @DIEZ 43482 T. (Orthogonal Frequency
Division Multiplexing, OFDM )
Sei B ANV E R BIRGET 2 @R > WRFEE R AR B VI B RS 8 4R
o BTRFEAER IR - FEEE R R 2 — RS
TR o RE K 2 O EBEFFYIES (Direct Sequence Spread Spectrum,
DSSS) @pk#E=EH#E (Frequency Hopping Spread Spectrum, FHSS )
@4LANE DIEAZ 43 #E2% T. (Orthogonal Frequency Division
Multiplexing, OFDM )
10Base5S Z KPS IR FE &2 n[H A% AR 2 5000 @1250 320000
@2500 AR -
AT E R BITENZ PSR 4R EAHE (Mobile Multipath Radio
Channel ) HY2% ? O [EIE (Impulse Response ) @z FIHF[H
(Coherence Time) @EEFLIEIE (Path Loss) @:EFISHE (Coherence
Bandwidth )
# ISP f2 it 16 {E[FE 49~ ADSL [&E 7€ IP fuzik > HifE HEEETHZ B
4 1P futk (R & Gateway) HAHRME? Ol6 @15 @14 D13 -
DNS 493 % ik 7% 24t 2 MY EREMNEIER ? OB —FEEXAE
BHE @ EEXNERE Q&R E OFEFXERE -
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90.

91.

92.

93.

94.

95.

96.

97.

98.
99.

100.

101.

102.
103.

104.

105.

106.

107.

(3)

(4)

(3)

(3)

(D

(4)

(D

(2)

(4)
(4)

(2)

(2)

(3)
(3)

(4)

(4)

(2)

(D

T FMe) 2 BT AR AR & RHME G HY 8 s 2 OTCP @UDP @CRC @

SMTP -

IPv6 BY IP L ik FRoR » 2L+ FE9RHF 2 o0 B 2% 1l T 4, - i 0] 1 S %%

HEMEAT ? O4 EEE - 8 FEfzr @4 [@EE - 16 {Efizt @8 {E&

0 8 {EIfizoT @8 E&E - 16 @izt -

MAC fir 1k HY AT £ (8 iz T /2 H ARAAER R L5 2 D3 @4 @24 @32 -

G’X{?%DEEIETA% X FEHY FEBEAVRSHas - € EH X 307§ 71 0E—(E
% ? Mping Dtelnet @tracert @ipconfig -

SNMP HHEZ (A T I — i af g 5 AAE S EHY Trap 3HE ? OUDP

port 162 @UDP port 161 @TCP port 162 @TCP port 161 -

{5 TEEE 802.11b {43 & Sk 4 BEHS - “@Fﬁ?ﬁuﬂﬂﬁ 3{EMHE? O

13-5@2-4-~631~11-21 @1~

& FE FHE BT OSPF B - ?i:‘d:'f?ﬂﬂﬂfﬁ—@ﬁ@@?ﬁﬁ‘ﬁﬁ'ﬂﬁ%EE%%F'EW%%

g ? OHello # 4 @OSP £ 1 @Ping #HH @WICMP H 1 -

A] 8 N FIWE— 7 IEEE %€ AR AL & VLAN Trunk ? D802.1P 2802.1Q

3802.1X @802.3X -

VoIP A {ER THI—E#E 2 ORTCP @H.323 @SIP @SSL -

{£ CentOS Linux IEEEH » NI —FEE < ] &5 7F 2 H 40 2 AV BLRR
A ? Dwhois @nslookup @traceroute @cat /etc/os-release °

Windows Z&EH > R {E R TSI —{E$5 < 2K f 17 A & P (5 FH#Y TCP/UDP
52 2 Dnetstat -np @netstat -na @netstat -nr @netstat -n0 -

DHCP F =i > 75 B R (8 T #I0F—Fd 5 a5 K 0 Bic 1P 2 DR SEK
[P ARESGEEHE QNMEEE P ERBZEK P L OBEBEAZEKIPHE
4 DHCP falflkgs @OEEEK 1P sHE4 5 —1E DHCP HFEIs -

IEEE 802.1X £ T 3Wi—H 2 2 OWEP @SCP @EAP @WRTP -
T4 CentOS Linux 5 » o3& o] I 5K A 2 & C &8 %245 Apache falfik
8 ? Mrpm -1 httpd @rpm -e httpd @rpm -q httpd @rpm -v httpd -

# CentOS Linux &% RZE48E Apache (AR ES © T4 Linux 54 {a] & ]
4R 2245 Apache A2 2 @yum remove httpd @yum info httpd @yum
update httpd @yum install httpd -

%1 CentOS Linux 5% - {a] & 0] FI 2K EL &) Apache A28 2 Msystemctl
restart vsftpd @systemctl restart httpd @systemctl start vsftpd @
systemctl start httpd -

T4 CentOS Linux f5< » o5 7] FH 2K E ¥ B ) Apache (dfkzs ? O
systemctl restart vsftpd @systemctl restart httpd @systemctl start vsftpd
@ systemctl] start httpd

CentOS Linux &4 » {7/ & Apache {a] IR 25 TH 5% A9 5% & 15 44 Fl Rz H B
& 2?2 Dletc/httpd/conf/httpd.conf @/etc/conf/httpd/httpd.conf @
fetc/http/conf/http.conf @/etc/conf/http/http.conf -
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108.

109.

110.

111.

112.

113.

114.

115.

116.

117.

118.

119.

120.

(2)

(3)

(3)

(2)

(D)

(3)

(2)

(3)

(D)

(4)

(D

(2)

(3)

CentOS Linux &% » 22857 Apache {E/IRE2AY httpd.conf 2 EFE f >
o[ & A FH 2K $5 & Apache A3y 2% 27 DHostName @ServerName 3
ApacheName @SetName -

CentOS Linux &44 » {E458 Apache {EIfRE5HY httpd.conf FH EfE%
g ERTNRE ? OBNE > IgEEERTPNRE OB %E
FEENAT systemct] restart vsftpd » A FERFHRE OB LWIE » TFIIT
systemctl restart httpd °» A EEHHHIKRE DENE » FEEAT systemetl
restart http » A G ERFIVRE -

CentOS Linux &% H » Apache Ak gs THEX Y A E H & E FAIH—H
$ T ? @letc/html/www @letc/www/html @/var/www/html @
[var/html/www -

CentOS Linux %4 > Apache fEk g8 THEX A E Hig 4 & 2 @
index.htm @index.html @home.htm @home.html -

CentOS Linux &4t » AXBHEA Apache [EARESAVE A4 HIhEE » TR
httpd.conf 0 E THH—z%E ? OUserDir disabled @UserDir enabled
@DirUser disabled @DirUser enabled -

CentOS Linux Z4¢H > Apache {afiR23THEME AP H 2 H k&M 2 O
public_htm @public-htm @public_html @public-html -

CentOS Linux %t » Apache {Afk#8 2 httpd.conf s E R+ > Tl 5%
EOHAKIEETEHRNE HfE4 2 OlndexDirectory @Directorylndex @
Homelndex @IndexHome -

CentOS Linux %4t > Apache {Alk 88 ~ httpd.conf & ERE T > TNFIA[E%
T HAKIEEHEREHSE 2 ODirRoot @RootDir @DocumentRoot @

RootDocument -©

CentOS Linux %9 > Apache falfk &8s < httpd.conf s EREH » N HI{a[E%
JE ] FH AR $5 E S aFE F O FF 2843 (Persistent Connection) - 2R
BEFE L EE SR 2 DKeepAlive On @KeepAlive Off @KeepConnected
On @WKeepConnected Off -

CentOS Linux %4t » Apache {Ffik85 > httpd.conf s ERE T > T FI{a] %
EO AR s EARF 4 0 s HEARERT 2 DKeepConnected Timer @
KeepConnected Timeout (DKeepAlive Timer @KeepAlive Timeout °
CentOS Linux %4t » Apache {Ffik8% >~ httpd.conf s ERE T > T FI{a %
A AR EEE Ay R 2 DListen @Set Listen @Keep Listen @
Listen To -

CentOS Linux %4t » Apache {Ffik8% >~ httpd.conf s ERE T > T FI{a %
JE ] FH 2l PR 1] ] — B F Y 2 4 (S A A3 28 100 7 DMaxClient 100 @
MaxClients 100 @MaxConnection 100 @MaxConnections 100 -

CentOS Linux &4 H » Apache fEIAk S 2 httpd.conf B EREH > T oI5
E ARG EST —#HEGFTRe e WAV R 2 B R G EE A 10?7 O
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121.

122.

123.

124.

125.

126.

127.

129.

130.

131.

132.

(2)

(4)

(4)

(D)

(2)

(3)

(4)

. (2)

(2)

(D

(3)

(3)

MaxRequestsKeepAlive 10 @MaxRequestKeepAlive 10 @
MaxKeepAliveRequests 10 @MaxKeepAliveRequest 10 -

CentOS Linux %4t » Apache falfR 282 httpd.conf &2 EREH » FHI 5%
ET AR E R L Ao EE R 1572 OMaxSpareServer 15 @
MaxSpareServers 15 @MaxStandbyServer 15 @MaxStandbyServers 15 -
CentOS Linux %4+ > Apache {afk#s 2 httpd.conf s EAE H - FHIMA L
JE T] 2R 4R E f D F an A2 2 # R 5 7 DMinStandbyServer 5 @
MinStandbyServers 5 @MinSpareServer 5 @MinSpareServers 5 °
CentOS Linux Z4tH » Apache {Ffk#8 2~ httpd.conf 3 E R+ > T 5] 3%
E T ARG EMhE M E N E T E A EF 2 OServerAdminMail @
ServerMail @AdminMail @ServerAdmin

CentOS Linux 49 > Apache fAlfk &8 < httpd.conf 8¢ EREH » FHI{[E%
TE 1] AR Eax ENE M AR AERIALE 2 DServerRoot @ConfigRoot
ConfigLogRoot @DocumentRoot °

CentOS Linux 49 > Apache fAlfk &8 < httpd.conf 8¢ EREH » FHI{A[E%
JE O] FH R G B (6] i 28 1Y e 408 S 3R 5% 2 (DHostName @ServerName @
HostNamePort @ServerNamePort °

CentOS Linux %9 > Apache fAlfk &8 < httpd.conf 8¢ EREH » NHI{[E%
JE T] AR $5 7E (5] A 28 B BB 20T HY httpd F2=0(EE 2 O
StartServerNumbers @StartServerNumber @ StartServers @

StartServer -

CentOS Linux Z4tH > Apache fAIfk %8 2 httpd.conf s EREH » TFI{a[5%
JE T 2R $E & F A P s [l FE AV B R By 20 B0 > 35 40 71 78 BRI i PN R 2
EEAER - BB % E 4R 2 OClientTimeout 20 @ClientWaitTime 20
(@ConnectionTimeout 20 @Timeout 20 -

CentOS Linux %9 > Apache fAlfk a8 < httpd.conf s¢EREH » FHI{[E%
EN R EMFEAEE A EREN k%M 2 OUserHome @UserDir
(@ UserPersonal @UserWeb o

CentOS Linux %9 > Apache fAlfk a5 < httpd.conf 8¢ EREH » FHI{[E%
TE ] AT H $% A1 44 2 Dalias @Alias @DirAlias @DirName -
CentOS Linux &% > Apache falfk a5 < httpd.conf 8¢ EREH » FHI{[E%
JE 0] F 2 FE B e aF i HUE AR 28 09 A Fimfic ik 2 D Allow @AllowClient
@Deny @DenyClient -

CentOS Linux &% > Apache falfk a5 < httpd.conf 8¢ EREH » FHI{[E%
& 1] AR $E R A EUE R S Y P im iz ik 2 OAllow @AllowClient
@Deny @DenyClient -

CentOS Linux %9 > Apache fAlfk a5 < httpd.conf 8¢ EREH » FHI{[E%
EO KIS E AT A 2 OErrorMessage @FErrorMessages @
ErrorDocument @ErrorDocuments °
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133.

134.

135.

136.

137.

138.

139.

140.

141.

142.

143.

144.

145.

(1)

(2)

(4)

(3)

(D)

(4)

(D)

(2)

(3)

(4)

(2)

(D

(3)

CentOS Linux %4t » Apache {Efik85 >~ httpd.conf S EFE T > T F{a] %
ErHKRIEESREM Allow > HEHR Deny 898 HI 2 DOrder Allow,Deny
@Sequence Allow,Deny @ AllowDenyOrder Allow,Deny @
AllowDenySequence Allow,Deny -

CentOS Linux %t » Apache fA/fR#3 2~ httpd.conf 3 EAEH - T HI{A[E%
ErHAKFEE URL EHFE [ ?2 OReroute @Redirect @ReURL @)
ReHome -

CentOS Linux 4t * Apache {Ffk#8 >~ httpd.conf 3 E M+ > Tl 3%
JE T 2RI EFHGR B L8R AE VA kS N RAE R E ? OLogDir @
LogFormatDir @ CustomLogFormat @CustomLog -

CentOS Linux %4t9 » Apache {aHz#8 2 httpd.conf 3 ERF » T FI{a3%
TE 0] 2K 5 € 8 s el B 4L SR ERE %4 2 (DErrorMessage @
ErrorMessageLog @ErrorLog @ErrorLogMessage °

CentOS Linux %t » Apache {afk#8 2 httpd.conf s E R+ > Tl 5%
JE T 2R HE E E A Se BIAREE B ER 2 DExtendedStatus On @
CompleteStatus On @FullStatus On @AIllStatus On -

CentOS Linux %t » Apache {afk#8 2 httpd.conf s E R+ > Tl 5%
JE A1) AR E #4C# A& 7 DLogLevel @LogForm @LogStyle @
LogFormat -

CentOS Linux &4 H » Apache fEIARES RFF RIS L T Y fE 28 > &
FIREMYARBEE N 2 Dserver-status @server-info @server-dynamic @
server-static °

CentOS Linux &9 > Apache falfkzs naTRIE S L NI fE2E - B
EREEMVAHAEE SN 2 Dserver-status @server-info @server-dynamic @
server-static °

CentOS Linux %4t » Apache {Ffik#% >~ httpd.conf s ERE T > T FI{] %
E ] 2Rk fE E s ErE AT A OREE H #% ? OProtectedFileName @
ProtectedFile ®AccessFileName @AccessFile °

CentOS Linux &%t H » Apache @ik g8 < httpd.conf & EMEHF - DL FFIA
i TE e hE ZE 2R G H $% 2 (D.httpaccess @.httpdaccess @.haccess
@.htaccess ©

CentOS Linux &9 > THIWE—+5< 75 & 7 B B 5 On i 2 49 5 I >
(i F & T i A\ 08 S5 2 Dpasswd @htpasswd Ghttppasswd @
httpdpasswd -

T IP fir bk far #FH &Y Class A 2 D123.45.67.89 @135.1.23.45
220.45.67.89 @230.12.34.56 -

THMAETE Fy 222.34.56.178/27 WYEREfr L 2 0222.34.56.159 @
222.34.56.175 (3222.34.56.191 @222.34.56.207 -
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146.

147.

148.

149.

150.

151.

152.

153.

154.

155.

156.

157.

159.

160.

161.

162.

163.

164.

(3)

(3)

(3)

(2)

(2)

(D)

(3)

(4)

(D)

(2)

(3)

(4)

. (2)

(3)

(4)

(2)

(3)

(D)

(4)

NEIMA R AR S A R 2 e e 9 (DIEEE 802.11a @IEEE 802.11b
(DIEEE 802.11i @WIEEE 802.11n -

A — Class C #9i% 3947 K 8 (BT 4dE& (Subnet) - AT A IP fiz k3t
H#ME ? D224 @192 3240 @248 -

THIFHEEHEE (Subnet Mask) /& R{FEAE 2 255.128.0.0 @
255.255.224.0 (3255.255.255.244 4255.255.255.252 -

T4 ES #E S (Subnet Mask ) &5 255.255.240.0 > RIS #I4a] 3 %R DL &K
g R Es B AT B E A% 140.123.33.155 #@E 2 D140.123.173.13 @
140.123.37.24 (3140.123.110.35 @140.123.55.46 -

RHI e & {#2% FTP (File Transfer Protocol ) #EHIER/E >~ TCP 7Hz%
R 2 D20 @21 322 @23 -

T HIfe] F 2 {# 2% FTP (File Transfer Protocol ) &KlIEHE >~ TCP TH %
BEIE 2 (D20 @21 22 @23 -

I 2 2% SSH (Secure Shell ) AR# 2~ TCP FHakE R 27 D20 @
21 322 @23 -

N HIE] 2 {E#H 2 Telnet AR > TCP FHERHFEIR 2 D20 @21 @22 @

23 o

FHIar & 2 8% SMTP (Simple Mail Transfer ) fg# 2> TCP TH
#2025 @69 @80 @443 -

NFfar & 2 2% TFTP (Trivial File Transfer Protocol ) AR~ TCP THEE
PR 2 (D25 @69 80 @443 -

NI & 2% WWW (World Wide Web ) fR#5 > TCP THzR #2182 ?
D25 @69 380 @443 -

NFIfa] 2 {EHi% SSL (Secure Socket Layer) JR# 2 TCP THR R ?
D25 @69 B8O @443 -

TFIP firtikfaf & @Y Class B2 (1D123.45.67.89 @135.1.23.45 @
220.45.67.89 @230.12.34.56 -

NHIIP fir k- &> Class C? D123.45.67.89 @135.1.23.45
220.45.67.89 @230.12.34.56 -

AP izt & 1Y Class D ? D123.45.67.89 @135.1.23.45 3
220.45.67.89 @230.12.34.56 -

RFIMa 3 Ry 222.34.56.178/29 FifF 2 T-4ARS A ERE ALk 2 @
222.34.56.207 (2222.34.56.183 (3222.34.56.191 @222.34.56.199 -

TFIMa 3 Ry 222.34.56.200/28 Fi{F 2 T-4ERS A ERE AL HE 2 @
222.34.56.223 222.34.56.215 3222.34.56.207 @?222.34.56.231 -

NFIMa 3 Ry 222.34.56.123/26 Fi{F 2 T-4ARS A ERE AL aE 2 @
222.34.56.127 222.34.56.135 (3222.34.56.143 @222.34.56.151 -

#H — Class C 4988 P19 457 By 4 {8 T-448% (Subnet) - RIE[F 1P {ir k3
B4 2 D224 @192 3240 @248 -
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165.

166.

167.

168.

169.

170.

171.

172.

173.

174.

175.

176.

177.

179.

(1)

(2)

(1)

(1)

(4)

(3)

(D)

(2)

(D)

(1)

(4)

(2)

(3)

. (4)

(3)

#i8— Class C & 195 B 16 {8 T 498% (Subnet) - HIE] A IP firdl 3%
HHME? D224 @192 3240 @248 -

A — Class C #8p% 3947 K 32 (BT #dp& (Subnet) - RIT]H IP firdk 3
FHHE 2 D224 @192 3240 @248 -

B AR 49 A SR B m S S A o BRI BE AR DL T ol R
g7 O%Fk OEin OFE @QFEHE -

TFH—IER & IPSec FT{E AU E 2 DPoint to point tunneling
protocol (PPTP) @Authentication header (AH) @lInternet key
exchange (IKE) @Encapsulated security payload (ESP)

£ ARP PREUH o] DLEE BRI A — I & 2 O A & & HUAE Uh Y JE S &
K QP KIEHISHRER QOGN &R @IP B MAC LIt 2 -

RS TR S AR > TRRERFTETNERERL B TRERASKE
BATER I E > BRI EEHER ? OSHEEH QfEEH
QEFREH OEMNEH -

BN @RS EHE% (Cookies) » THIMAE AR IEME 7 OHEEDS I E M #H 4R Y
HRIE QR RE i A A HRE QPR B A @r] sk (F 7 88
HHEAVE -~ RIEREHE -

RN ER S - T E AR ? OEEABERERNNREY OFhHE
g IR HHEEDE QO EFEEFIEE N @O RERIHEEEER -

W %% BB+ B¢ By T A — B 51 =0 2 O#AE R 7 (Software as
a Service, SaaS) Q@ E&HIAEF (Platform as a Service, PaaS) QX
ZHREHIAR ¥ (Infrastructure as a Service, laaS) @JFEHEIIR#%

( Application as a Service, AaaS )

éﬁﬁ%ﬁﬁﬁ[ﬁ?ﬁxfﬁﬁﬁ?ﬂﬂ% EERHE ? OKEZE (Campus
Cloud) @JE&ZE (Hybrid Cloud) @ HZE (Public Cloud) @FAFE
& (Private Cloud)

Ty E AR A S TR EETE ¢ A BURS R - B S E  C EAMER:
i~ DEREH? OEEE A QEEE ABQ@EFEEE ABC OEE
ABCD -

Yilidd (ToT) BVZERET s RIERE -~ #EisfE R g » EfEFE R
EMT%+E?®%ﬁ%ﬁﬁ%(mmn<Qﬁﬂﬁ@%€@ﬂ%<
D% BENEE

BCHIZS (Sensor) = JHIE SRAG {8 6 22 4 R% £ BE > L 48 Y A BE LA 1Y B
REEITH A ? OEREHET Q&R EEE T O&RWEE T Q&R
PRI EETT -

B AR R ECHIES > TREIA R IERE 2 OR A AE R R R E 2
H QFHRERRK QEE I EESNRMETEE OfAE®EER -

R A AR BN RS R R IR IR ER > BEAEE T —H? OFER
P QFEFEE OMEKETE OFEHEE -

\X
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180.

181.

182.

183.

184.

185.

186.

187.

188.

189.

190.

191.

192.

193.

(1)

(2)

(2)

(D

(2)

(4)

(3)

(D)

(3)

(4)

(D)

(4)

(3)

(2)

FIF B = E G227 % (Hypertext Transfer Protocol Secure,
HTTPS) /TR (HiEmbF » TN H{a[F i HER 2 O] FHP E W &
QIEMEN 57 @& RHEW @ mT#EEC A [E /Y2 -
M E AR AR I &2 4 2 QPGP (Pretty Good Privacy ) @
HTTP (Hypertext Transfer Protocol ) @S/MIME ( Secure/Multipurpose
Internet Mail Extension) @¥{I%=E=E -

B2 EREE  FEAETH—IE? OhE OBR QK
DiFE -

"N A IE B — SRR R MR R 5 S (R 0 R EE S IR 9%
ZATF o BRURBN TII—IRE ML 2HE ? O 2380 i
A @EEE 7wk A B QR EHEH O IEM0eE -
ML H AR DA https://B4G - RoeZ 4G ] REEH T Aol E] 2 OfEH
SET Zi&& @ TLS Za#sH O HEES] @A XO0PS 22
B i
Eih O BEIREISEEL 2RI 2 Bl i - A a8 T —
H? OERYIE OQ&RV#E ORAVE OFHES L -

SSL (Secure Sockets Layer) €& H THIWH—IH&EHETHLES 77
#hl 2 OBEMATE OIP firilk @&z (Digital Certificate ) @{#HH
HIRGE A -

DU TR & &5 Ui st (A BRI 2 (D&% I 5 A 1T 4% F A P 3% 22 b 4 PR A i
QFT A ¢t th 2 2 AR E M AOR Q55 A AE T REF > %0 a5 i =
g 5 A B @& Ums i R &S A SR B dg s 4 8 2 4R 4
pE o

Pilsdd (1oT) FHVEAL EREAFR 2 OFEHREF T @QFF 0 7
91 0 DEFME -

s TEEER, ? OfF oT HHPREEEELVEREE OFF Kb
EERNFEZ > gAEEINSImEE - ARk EHEBSNEE OfEKE
Ty E HEHEXER OFFWE RS RENER » AR ER
HERAERN -

MRS T o EH 7 e S EmE R 2 OTCP/IP @ZigBee QZ-
Wave @Bluetooth ©

SIEYEAE (ToT) BIFAE @ s EZEARREZ[E LS E L & ADATE
A7 OFERFH QB O FHsn OFES -

DUMfrE 2 as ] (M2M) @Ray#Efl 2 OF AEERHERG & 2
TR M @ WA {E A 2 28 BB GRS FE FIAE =0AH 2@ sl I SR Am iy JE e
st A I E R YRR SR BRI B GPS MHBE £ 4 > DAsHE RS O H
BKEHELAETFEHGRET  UREEELEESD -

HEMbAEES L RIESENE ZEARE - BUERS B ZEHss e > 2
{EE 25 BB E T A A ST B BN E R o LB RGAEEA A 2 O

Page 39 of 71



194.

195.

196.

197.

198.

199.

200.

201.

202.

203.

204.

205.

206.

207.

mEIAE (M2P) O#zf (M2M) QO AER (P2P) @ A EF|#ES
(P2M)

(3) AT fEEEETERE > THERERZ R ? Oz OE O
& Ok -

(4)  DATNWPIEESFE R ] {55 JavaScript SE = 4wfE 2 OMicrosoft Word @
iPad #Y App ##E%k @ Android Fi# M LK HEE QWM HE EAEZH 3K
NERE

(134) TPvo fir ik B &L 2 OB (Unicast) firklk @F#H (Broadcast)
frik @Z%# (Multicast) firsik @{ERE (Anycast) firik -

(24) TNHIMFLLEE Y IPv6 {izik 2 BE#E (Unicast) firdl 2 O##EEE (Link ) fizkk
@ s - A (Link-Local) firdk @uhie (Site) firkk @mE—- A
(Unique-Local ) firsik -

(23) TFIRLL J7 AT DIEE PC BhREHUES IPv6 firkk 2 OE KA H B4
( Stateful Autoconfiguration) @ EkEE (Stateful) DHCP Q@ REEH
Bh4HAE (Stateless Autoconfiguration ) @#EREE ( Stateless) DHCP -

(34) TFHIHFLLEL H1 € (Routing Protocol ) A DL #%& IPve 2 (DOSPFv2 @
RIPvl ®OSPFv3 @RIPng -

(123) THIHFLLZ Site-to-Site VPN FIEH Y ? O&ER TR O At
( Authentication ) @FAZME (Privacy) @Bﬁf& ( Antivirus)

(14) Point-to-Point gy E4H & E & FHIWFLRE ? ONCP @HDLC QSLIP @
LCP -

(13) AR 2 JEaYESEE (Encapsulation ) A] PAGE FAE 77 £ 2 (Packet
switching) 1 ? (DFrame Relay @SLIP @ATM @PPP -

(12) AR 2 JEaYESEE (Encapsulation) A LAfE IR E R ZCH#R (Circuit
switching ) §1 ? @OSLIP @HDLC @ATM @X.25 -

(134) THIRLLES 2 JgfyEf4e (Encapsulation) FJLAEAAEFLR (Leased
Line) & ? WHDLC @Frame Relay @SLIP @PPP -

(23) {£/H OSPF & H foh i HU S FH 23 ZH 43 N AL R AR (Table) ? MHello
#=ig Q&R (Routing Table) @FEEFER (Topology Table ) @rEHE
&3 (Distance-vector Table )

(14) 7B OSPF (9 » 5L ERE 2 DOSPF 5 L% & VLSM ( Variable
Length Subnet Mask ) @OSPF 0] LLSZ#2 IP ~ IPX K AppleTalk fihE 3
OSPF AYU g & b RIP 18 @OSPF Z RTINS EREFE -

(13) FEFIFEE (Hierarchical ) J5=2KaxaT OSPF &g ry HHYAURLL 7 ORFK
PEHHEESNEPE (Overhead ) @FF{RESH 850 E VEFEE QMIZEIES @
PEEE -

. (13) NAIWRLEE BE A 17 E B [E 0 % VLSM ( Variable Length Subnet Mask ) Ei

B 4845 (Summarization) ? ORIPv2 @IGRP ®OSPF @WRIPv1 -
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209.

210.

211.

212.

213.

214.

215.

216.

217.

219.

220.

221.

(14)

(23)

(24)

EF R & (Distance-vector) FEHTAER » & E 4 NHIHILLRGRE 2
O HEEE (Loop) QULFEEEIRAE (Link-state ) B8 @ %50
RS OLL#EIERAE (Link-state) BRI EMEH #H ASHE @& 85 4

g o

{FFH#E SRR (Link-state) BEHHHERF » FEA NHIWILRTE 2 O
FHERES (Loop) @ELFEEEIAE (Distance-vector) B FHT & (i ¥ %20
EHE OLLEEHE R & (Distance-vector) P& HIAE [ I H KJEE @85
TR LL T RE TT DA B% FH 28 PR (R A PR 2B 2 (D it B 20 Y B B bl i
QI FEAERE B O HER (Physical) firikiE EE A @fFH
# %5 (Logical ) fubk#EEE & -

(234) NHIYRLL J77A =] DA L FERE (] & ( Distance-vector ) Fit e A HY B E

(12)

(13)

(23)

(13)

(13)

. (24)

(34)

(14)

(Loop) M@ ? OFEH4r#E (Split Vertical ) @K [EFHZE (Poison
Reverse ) @7/KF45r&E| (Split Horizon ) @f&2 ¥ ¥ ( Triggered
Update )

RIPv2 {5 B 7R LE T 4 ¢ fe B8 2B B (Loop) 2 (D/K~E53E] (Split
Horizon) @& 1528 (Hold-down Timer) QLK FI#EE (Classless
Masking ) @G -

THIE L 2 H A=A (Cut-through Switching ) WY flTEE M 2 OLEEF
BEAr s (Store-forward Switching ) BYIEZEFE (165 2 (I8 155 1 17 B 51| 4% ffr
gt QR ESAE S H A b B B F 4R E s b OLLF#Esc# (Store-forward
Switching ) HYILE K

AR s = S #a (Store-forward Switching ) HYFLffTHitE 2 @#E %
PR EAE @ U] DLETE CRC H @EFFE M ANE A @O A B KEE -
THIHEEe E A LAN B ES 53 & (Segmentation ) HY{EEL 2 O/ &bl
& (Collision domain) H 2 HEHE QKA QNG H{EH 7 LA
A @OWEIEE -

HRE LAN ZH#Es > MO ERE 2 Obpt s B a2 OfFEH 1P
Lk AE B A ik ig QR RERFIRF O RFINERHE -

TR AT A BB N S Has VR © O % B M PEHIEE 11 @ K%E
ShEHE (Overhead) QEZFZINAEE @ ixE (Throughput)

TN IR A i 7 T 5 5 A B e SR A B AR B 2 (DIEEE 802.1Q @IEEE 802.3
QIEEE 802.1D @WIEEE 802.1w -

AR g B i ( Spanning Tree Protocol ) 3 E MR A& E 22 YR
2 OB 1D QB EH (Update) 3505 QR s Ii#E &k 8T

( Bridge Payload Data Unit,BPDU ) E#r (Update) 3585 @& #2380
FE (Priority )

(124) FHIp s E @R ( Spanning Tree ) HATEEAYIREE 2 DLearning @

Listening @Initializing @Forwarding -
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222.

223.

224.

225.

226.

227.

229.
230.

231.

232.

233.

234.

235.

236.

237.

(23) FHIWRLS TP Ar ik B HY 74818 199.199.11.20/28 d &l FHAY IP firhlk 2 @O
199.199.11.14 @199.199.11.17 3199.199.11.29 @199.199.11.31 -

(24) SPETHE A THEPSEE > THIWFLERE ? OA E# ID Ltk 1| @FT
BHIX#®IDAITR 0 QAN ID Itk 0 DFTE4EE ID itk 1 o

(34) [#H ping 5% ping —{&l H AU HEE » AR AKET - AR R I T2 4% AT BE U
FIRFH L 2R s S 2 OEcho Ping @Error Reply @ Destination
Unreachable @Time Exceeded -

(14) 1 200.88.32.0 By4d P& b F4EE& U) ) - e &8 - 48rs o] FH Y 1P firhk
B B 30 B TAIWPE R IR T IERE 2 (0200.88.32.0/27 2200.88.32.0
R 255.255.255.240 (3200.88.32.0/26 @200.88.32.0 # =
255.255.255.224 -

(124) T3HFeeF TCP f#hE AT LAy TheE ? @22 5] (Connection-oriented)
QZEZEVEH] QTR @O rfzd] -

(234) NHIHFL F UDP e R 2 O SEE i QIFEEEE H
(Connectionless) @ o] FE &g @ {5 FH 5] E(Acknowledgement) -

. (23) NAIREEERAA (Private) IPfirsik ? D172.15.0.0 @192.168.10.0 @

172.30.0.0 @172.168.0.0 -

(124) THIHFLL Z4EREE IR E 2 OARP @QICMP BSIP @RARP -

(13) "FHIRLL & A JE 2 2 ey 28 5H ( Connectionless Communication) ? @
TETP @FTP @SNMP @Ping -

(234) THHFEEE DHCP ( Dynamic Host Configuration Protocol ) HYEEL 2 D
HH IP itk @ BEEH [P S BERE OB E /7 1P firkkss E 5%
@R 1P fir ik EzE -

(23) NHIHFLEZE DNS (Domain Name System ) HYHHEY ? O B8 H & B
A ST @t B H & HUe 5 EHAY TP firik OQF48 sk S i iE 5 1P iz
bt @i 1P fr bk E R iz ik -

(124) TFHIHFee 2 &R ##ES g (Data Link Layer ) BYIHEE 2 O =1EH @8R
A Q5 E 1P {irik @E#S €k (Physical Addressing) °

(14) TH|HpLsfEH 2R EAE (Application Layer) ? (DE-mail @TCP
@SIP @DEw L E R HEEE -

(12) HRIZK#EES (Ethernet) #A{E > THIPFELIERE ? OhifEE 4% - TAF
iR R (Back off ) G SEfF— kG @ FEAERAT » TAFUE/H o (HE

(Listen) QHPE{HEGERRT > TIEE T UMEEER OQFMifEEAE - T
TEuE( Rl E L &R -

(13) AR 175 (& A AF &R RS Jg (Data Link Layer) 2 OLLC @IP @
MAC @UDP -

(34) THIRLL 2B E (Connection-oriented ) #9887 E RV R4 ? OIFEES
REEE QHBBRKERE QHFRBIKER OFRYHEKER -
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238.

239.

240.

241.

242.

243.

244.

245.

246.

247.

249.

(134) ##$zE [ (Connection-oriented ) 417 E ERHE 28 61 & T FI| WP L2 B 2
OzErHELYG QMEESE OFAER @F Ly -

(134) FEE 4GRS (LAN) T SR ZEZEY o] gE R RA L 2 DOF] M E R &
@VLAN 77 QF—EEHER T A RZHEREE OERFKRE -

(134) BAKY FTP (File Transfer Protocol) i€ » FHIWFLL [EhE 2 O g £
F TCP e @fF &gk UDP i€ @& L #=0 (Active ) 4R J7 =
@7 Wi B (Passive) #LRE I o

(23) B E# = FTP (Active File Transfer Protocol ) A& » [ %IHFLE F
TE? OFRELH=[A2IE (Three-way Hand-shaking ) 217 a5 % {Hig i#
78 @FTP fa]Hg 23 i THE(FE A port 21 7E Bydn < FHi i@ QFTP {6 ik 28 Uit
FHE(EFH port 20 {E Ay ERHE #1518 @FTP {5 ik 25 I 2 Eh =) B = I 55 oK
BIITERHEmEE -

(124) B w8 = FTP (Passive File Transfer Protocol ) W& » F¥IWkLL F
i ? OHALKH =M (Three-way Hand-shaking ) #2175 < (&5 i 1E
@FTP falHk &8 b FHEL (A port 21 {F Rydp < i@ E QFTP {3 ik 28 Ui 78
st port 20 fE By & kM M E OFTP F 5 I 1 Bl (7 (5] Ak 25 I 55 oK 2
TLERHHELG -

(12) BAKS FTP (File Transfer Protocol) i€ > FHIWFLLERE ? Odn < {E#Hi
AR QB HiEEE RIS Qo EimiEENE O&RHE R E
BINE -

(134) BAF> HTTPS (Hypertext Transfer Protocol Secure) & » FHIHFLE E
i ? OFHA SSL/TLS hE @A SSH W E O 18 % 48 a1 B 48 H (7]
k28 5 098 A @LHE F 2R E A BURER 20 (FHilg -

(124) BEFA Telnet W E » FHIHFEE EwRE 2 OFEEF Client-Server S VEE @H]
fRtiElm & A Z a8 @R INEIIRE @ IR 22 2 B85 Ak
% e

(123) BA® SSH (Secure Shell) & » THIWELEERE ? OFRH Client-Server
JIFGEE @A iE L B ATIEE @2 I H e DL eHE > £
Ffal ik a8 CAF H SSH IR¥% -

(234) B @B ER i E 2 &t > TFIWELE ERE 7 WHTTPS(Hypertext Transfer
Protocol Secure) & FEREE FH port 24 @ Telnet & THERER FH port 23 @
SSH(Secure Shell) & FEEZH H port 22 @WSMTP(Simple Mail Transfer
Protocol) 1% 1€ THE& £% F port 25 -

. (124) BES SMTP (Simple Mail Transfer Protocol) %€ @ FHIWFLLERE ? @

Ky Server B Server Z V@ E @0 FHAEZE (Transfer) &\ E# {4
QH P o] B # 4G R 25 BEU B T # 4F @] AR #E % (Relay ) B8
o

(13) [BEKS POP3 (Post Office Protocol - Version 3) W€ @ FHIIFLE [EFE ?
OFH Client-Server 7 =VEE @1 A ks EI{# 24 ( Transfer) &
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250.

251.

252.

253.

254.

255.

256.

257.

0 QM F i a] B 2 ks R T @A AR EZE (Relay) B8
TEE -

(13) FEES IMAP (Internet Message Access Protocol ) TjE » 7 WF L6 - HE ?
OFH Client-Server F=E(E @0 HN AR S 25 (Transfer) éé?
4 QR Plin o] B E# A EI RS U E T2 4F @] RN % (Relay ) &
FEE o

(123) £ CentOS Linux Z4&¢H > B LA bind 237 DNS {E kg8 2 A4k - F %15
SETERE 7 D/etc/hosts BEH - AI{FJY hostname B IP firik 2 ¥ @
Jetc/resolv.conf F&HH » A[#57E DNS fER 5> 1P firkk ®
fetc/nsswitch.conf F&H » B $5 € Ju Bk H /etc/hosts Bi/etc/resolv.cont Z 3%
JE @letc/named FEH > FI{FIX DNS EZEE

(124) 1E CentOS Linux Z&tH > B LA bind # 17 DNS {6k zs Z &0k - T 510
EERE ? OB IEME DNS (Forward-DNS) Q@ #& K fi# DNS (Reverse-
DNS) @R LA master/slave FUETEM @7 % [ T4 EHIE
— & IP firfk -

(123) £ CentOS Linux 4 > DL bind 2137 DNS {El ik #s 2 IEf## DNS fE >
AN EIR4 8% (Resource Record, RR) &= &t » %1 K L6 [ 1 2
O"A"$EHE A2 IPv4 (L R4 8% @ AAAA" FREEE Y IPv6 frib&l 3 O
"NS"HE LA s E B I (zone ) M 2 EIARES AT @"SOA "R HtH
SHfEAEEEE 2 IPv4 firbkac ok o

(123) 1€ CentOS Linux Z4t 7+ > L bind # 17 DNS {&i 28 > IEfi# DNS fEg ot
BN ER4C 8% (Resource Record, RR) #&F Z &k » THIIFLLIERE ? O

"SOA" 12 {25 38 B S i 24 1 1 5] e e B B EH @"CNAME "2 (5 féi
FHATAIRIS (alias) "MX"H2 kA sk I8 4 18 B9 2 (45 e 25
W @ A" IPvo irbk4c sk -

(123) 1F CentOS Linux & &9 > DL bind Z& 137 DNS {aEl k28 2 1Efi# DNS fZ 5 >
AN & R4 §% (Resource Record, RR) # SOA (Start of Authority ) £&
HZHG - AR ERE ? OBEEBNEHEER (zone) WEH QB
Master DNS falflkgs F A4 @B ESEH AN email ODEEEHE G
& .

(123) 1€ CentOS Linux Z4t T > L bind # 17 DNS {28 > Efi# DNS fE ot -
RN E R4 $% (Resource Record, RR) & SOA (Start of Authority ) &
/oM - TP ERE 2 OBEEFSE (Serial) @QE S Hr

(Refresh) #AR QEERMEHER (Retry) B @OHE &R
(Cache ) HERH -

(123) £ CentOS Linux Z&5H » L bind 237 DNS {5 25 > K fi# DNS fg o >
BN & R4k (Resource Record, RR) *%”EZ%’ZL Tﬁﬂﬂ%lﬁbfhﬁ?’éo @
"SOA"fRHEEHEHFAB (zone) #E 2 Ak EHEN @ "NS"IEHE
s EHEE (zone) #iH 2 fEkes TEXH O PTR TE@@ [Pv4 fir 4k Fr ¥
JEZ EHATE @"A"FRAL IPv4 firhk&c st -
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258. (123) 1F CentOS Linux Z&&H » B LA vsftpd 217 FTP Ak 2% - AL F

W 2 Dletc/vsftpd/vsftpd.conf B F 5 ERE @/etc/pam.d/vsftpd Ky vsftpd
{EF PAM fRAHES 2 FHRHE ERE @lete/vsftpd/ftpusers fy PAM 4 Frfis
EZAN NEHEANEHESRERE @/etc/vsftpd/user list THEX AL & H] B A
vsftpd BYBRSE ©

259. (234) £ CentOS Linux &4 » B LL vsftpd 7 FTP Gk es - T 5L 1=

260. (13)

HE? OEZAFELFEHE (Anonymous ) F{EHEZE QFEK 12 E A
Fi%# (Anonymous) TH#HifEZR QOFHM LA EEMHE (Real Users) b
BREEX O NHFEEMEHS (Real Users) THEIEZE -

f£ CentOS Linux Z&& G » LA vsftpd #1717 FTP f=Elk g5 - FHIRE
fetc/vsftpd/vsftpd.conf Z FAHFLE (FHE 2 @R[ "man vsftpd.conf"$§
% &5 vsftpd.conf B 2 5E B S 8EE E J7 X @vsttpd.conf 2
listen_port 2EAE ERHEE 2 89% Qvsftpd.conf H 2

dirmessage enable 22BN EE ML HAF EAREE 815 > 2EFHERZH
PREEEENAS @vsftpd.conf 12 message_file 28R E S AR 2 &R
BrE# -

261. (124) £ CentOS Linux &% > DL vsftpd 217 FTP {alfik#s > BER

Jetc/vsftpd/vsftpd.conf Z Foukt » NHIIFLLERE ? Dvsftpd.conf H 2
connect_timeout=30 > TR LB EEHE AT > HEKESZEHAVEBR
SRAE 30 PN A EIH Fimiy (ol fE - Rl s dlErdE @vsftpd.conf H12
accept_timeout=30 » FKIRIEM BN HEGHE T » ([EAREBEUH passive port
G 57 P U 2 30 RO 1 f (Al FE - ARF 5 HIER 4R Qvsftpd.conf 12
data_connection timeout=120 > T RIEIEHIHELRETLE - 756k os gL
TEFAE 120 PN & RHME % - AR SRSB4 @vsftpd.conf 12
idle_session_timeout=60 > FTRF#EHEHELE 60 HAEZHdar < E(E > HI
Rl aE -

262. (124) 1£ CentOS Linux Z& 9 > B LA vsftpd E37Z FTP {alfik 85 2

263. (12)

letc/vsftpd/vsftpd.conf Al » NHIWFLEL EFRE 27 Ovsftpd.conf 2
max_clients=30 » Fnd vsftpd &£ DL stand alone J5 2CELE) » AIFE [ —BF
M FRE &2 A 30 8 A = i o] [5 B 228 E{E ik 28 @vsftpd.conf 12
max_per_ip=5 » KR [E—{E IP [F—KFfE 2 maf 5 (EH# LR Qvsftpd.conf
th 2~ ftpd_banner=Welcome! F/RAE [ & BT - BURZS{TEE @
vsftpd.conf 17 listen=YES » F/RE&E vsftpd AR ESZ LA stand alone J7
BE) -

1E CentOS Linux ZR&H > BEF LA vsftpd #IL FTP fE ke 2
[etc/vsftpd/vsftpd.conf Fx#f » FHIWFLEIERE ? Dvsftpd.conf H 2~
pasv_enable=YES » TR ZIEERIAAH ENHEN (passive mode) @
vsftpd.conf 12 write_enable=YES » R i HEHAE EEEZE O
vsftpd.conf H27 use_localtime=YES » s L AR MARE A E @
vsftpd.conf 1 banner_file=/etc/banner F 7 7 EF{# F/etc/banner 1E & &
A& Z ZATEAE -
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264. (123) 7 CentOS Linux Z& 9 - BEFL LA vsftpd ZI7 FTP {Efk &5 2
letc/vsftpd/vsftpd.conf &t » FHIHELE E#E ? Dvsftpd.conf 17
guest_enable=YES » B REMEBEEFHE @ I HEEK S guest @
vsftpd.conf #17 guest_username=f{tp * F/~R1E guest _enable=YES ¥ » 7H
e S ftp [ & AR REE @ vsftpd.conf B2 local enable=YES >
FonnFt i /ete/passwd NIVIRSEAE B ( HE WY 7 :0E A vsftpd Ak =8
@vsftpd.conf 127 local max rate=0 *» FTrRA M EHE 5 & G A E{A
‘it e

265. (123) 7£ CentOS Linux Z&H > BN L vsftpd 237 FTP {6k 75 2
letc/vsftpd/vsftpd.conf &k » FHIHELEE EHE ? DOvsftpd.conf 12
chroot_local_user=YES » E G EEFEHERHNASH R HEEN TIE
@vsftpd.conf H1 7 chroot_list_enable=YES » F/_EUA chroot_list file @
vsftpd.conf HZ chroot_list_file=/etc/vsftpd.chroot_list » FTI/R1E
chroot_list enable=YES B » [R#l/etc/vsftpd.chroot list 2 H & {5
o HERAESHZE H# AN TIE @vsftpd.conf 2
chroot_list_deny=YES » FREE AT EHB VR ERS IR HERI -

266. (123) £ CentOS Linux &R » BN LA vsftpd 3L FTP {d ik s 2
[ete/vsftpd/vsftpd.conf &l » THIHELE EME 2 Ovsftpd.conf 122
userlist_enable=YES » Fx#EH vsftpd PHIEFE SR ZEAAIIRSE @
vsftpd.conf 7 userlist_deny=YES £ userlist_enable=YES B A4 & 4E %4
Mzt @vsftpd.conf 17 userlist_file=/etc/vsftpd/user list » AT
userlist_deny=YES EXGHF > [Rll/etc/vsftpd/user_list H 2 {80 F 5 Rf die 04
B A vsftpd faElfk g8 @vsftpd.conf §17 userlist_disable=YES » F/n#EH
vsftpd [HEF LA Z BONVIRSE -

267. (124) 1F CentOS Linux Z&EH » B LA vsftpd #17 FTP (A ik a5 <
lete/vsttpd/vsftpd.conf Lkt » FHIPPLEEME ? Dvsftpd.conf 2
anonymous_enable=YES » /R /0EF anonymous EHFEE A vsftpd &k
2% @vsftpd.conf H 22 anon_world_readable only=YES » &R 0H
anonymous % B & A 5@ fE FHVRER @vsftpd.conf 12
anon_other_write_enable=YES » F/R{%£ /0 &F anonymous £ H#FH BfEZE
& (Upload) HYHERR @vsftpd.conf 2
anon_mkdir_write_enable=YES » /= [05F anonymous i F ¥ B 27 H %
HIEIR -

268. (124) 1£ CentOS Linux Z&H » B LA vsftpd 217 FTP {8k 85 2
[etc/vsftpd/vsftpd.conf Fx#f > FHIWFLEIERE ? Dvsftpd.conf H 2~
anon_upload_enable=YES » &/R /nFF anonymous fEH#H BEAH HEERHAY
FEPE @vsftpd.conf #2 no_anon_password=YES » 7~ anonymous {5
EAR T A BB E B A vsftpd (@2 @vsftpd.conf 12
anon_max_rate=0 * F AR LEF anonymous {# FHHFHEFEMER @
vsftpd.conf 1 2Z anon_umask=066 > F/REH] anonymous {5 & _F{EE
IR By -rwx--x--x °
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269.

270.

271.

272.

273.

274.

275.

276.

277.

(123) £ CentOS Linux &4+ > B LA dhep 7217 DHCP fElfR 28 2
/etc/dhcep/dhepd.conf &4t » THIHFLEEHRE 2 Ddhepd.conf H1 2 default-
lease-time2400 » FoRa% & P LIIFE B 2400 ) @dhepd.conf H22
max-lease-time 14400 » FRo~a5 E {5 FH & Pt AE 2 5K HY fie A FH LY IRE i By
14400 #) @dhcpd.conf #2 option domain-name-servers192.168.1.2 »
R E A P Z letc/resolv.conf #& H 2 nameserver £ 192.168.1.2 @
dhepd.conf #1227 option routers192.168.1.254 » F 3% E (6 R 25 2 THER [
HFy 192.168.1.254 -

(23) £ CentOS Linux Z&H > B LA dhep #2172 DHCP Ak a5 2
/etc/dhep/dhepd.conf 5 subnet192.168.12.0 netmask 255.255.255.0
{ range 192.168.12.111 192.168.12.222; host serverl{hardware ethernet
12:34:56:78:9A:BC; fixed-address 192.168.12.88; )} gzl » %I HFLL [
i 2 Ddhepd.conf W Z N B4 EL 3% E Ky 192.168.12.0/28 @dhcepd.conf H
Z a3 ld TP firdk&aE A 192.168.12.111 & 192.168.12.222 @dhcpd.conf
2 1P fizdik 192.168.12.88 & EHEHATE serverl ELEERE T#AH MAC
firik 12:34:56:78:9A:BC 4 2 EHE @dhepd.conf H 2 THEL B 5% E fy
192.168.12.222 -

(24) #HEFIm&ENE DHCP E Fifi# (Client Table) 1 ZNEANME » wfff H
WREE e S P B Y %845 (Binding ) ? (Dipconfig /all @ipconfig /release
ipconfig /flushdns @ipconfig /renew o

(23) THIURLL{ E & TCP/IP 8 2 E#n /g ( Transport Layer) fiE ? OFTP
@UDP @TCP @IP -

(124) THIURLL T & & TCP/IP #5 Z FEA B2 ( Application Layer) W& ? @
SNMP @Telnet @WiFi @WHTTP -

(12) NHIYEL: & & TCP/IP A 2 4% 8 (Network Layer) fhE ? OIP @
ICMP ®RIP @FTP -

(124) Pk A& @ o] BA NI ThsE 2 OFEERE @ REEH @E R EE
H QEHEXAHE -

(14) BARS UDP € 2 &t » THIMLe ERE 2 OHERME (Datagram ) EIUH

(Header) EE & 8 {7040 (Byte) @ Ay B2 A ( Connection-
oriented) pE @fER CRC & i HEHE R 55 @F IRV EAEERE
AEH E R UDP iJk TCP -

(134) BETY TCP WhE 2 A » NHIWfLe ERE 7 OHEE AT (Header) &
/0 Ry 20 {Efiz 7e4H (Byte) @Ry $# (Connectionless) & @fFEH
3 MACHE (3-way Handshaking ) P T7#52 @ LA E A

(Checksum ) & & ELIEIHE R FHSR -

. (124) TP BT EARBEAA AL N £ - e AT AT s 2L 16 AL RR R

4700 0056 0003 6000 0A06 0000 8C4E 0302 AOOE OF02--- » N AIHFLL 1F
e ? OHEEHEELTA 28 {E byte @F W E A FHALME 10 {E router @Ff
BT B e B 68 UDP e @O 8 Z BRI RE R 58
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byte °

o 32 Bits v
1 8 16 24 32
S N T N T TN N N T T T T N T T O T N N N T S M S MY
Version IHL | Type of service Total length
N B
Identification | e | = | Fragment offset
Time to live | Protocol Header checksum

Source address

Destination adress

Options (0 or more words)

279. (24) 1P B EMEHEB I TR > e HATR AL THAELL 16 AR R
4700 0056 0003 6000 0A06 0000 8C4E 0302 AOOE 1F02--- » N HIHFLL IF
i ? OM HE (MF) ZEE 0 QM HEE (MF) ZEE 1 @D HE
(DF) Z{H% 0 @D §fE (DF) Z{H®/ 1 -

32 Bits >
1 8 16 24 32
Lo v v v v v by v v a0 0 I PR T T T N S A N T Y S S
Version IHL I Type of service Total length
eyecs DM
Identification |v: | ':l Fragment offset
Time to live | Protocol Header checksum

Source address

Destination adress

Options (0 or more words)

280. (23) 1P HEIFEIEME AW T T » B EATR AL THANSELL 16 EAL R R A ¢
4700 0056 0003 6000 0A06 0000 8C4E 0302 AOOE 1F02--- » AIIFLE 1
WE? OAJEfr ik (Source address) A 140.68.3.2 @ HAYfirik
(Destination address ) £ 160.14.31.2 @z JEALHE ( Source address) 5
140.78.3.2 @ H@yfirik (Destination address) £ 160.24.15.2 -

32 Bits ’ o

-

1 8 16 24 32
IlllllllIllllllllllllllllllllllll

Version

IHL | Type of service Total length

D
F

M

ldentification Fragment offset

Time to live | Protocol Header checksum

Source address

Destination adress

Options (0 or more words)

281. (124) R H 88 7 /oA EE B AL (Maximum Transfer Unit, MTU ) [E#l » IPv4
FEFE ISR/ NE B EfR BT YRR E e
BEERARRE ? O ERE (Fragment Offset) QIEFEZEF (Header
Checksum) @ LERE @M EE -
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282.

283.

284.

285.

286.

2877.

288.

289.

290.

291.

292.

293.

(24)

(14)

(123)

(13)

(34)

(24)

(34)

(123) 5 2

(24)

(13)

(23)

(24)

BE A4 RE s HE #8532 (Network Address Translation, NAT ) 2 gg#ft » T4l
WREE TERE 2 O BN B A S48 B AL bk 2 [m 4B - d8 R B [5] 35 4048 B
fuak - HEF—R5E QK AR ENE ARS8k 2 [y - SR [F
MRS A bk - HEREIRSE QOFFEAEE > RARALHE > #EHECR [E
N ERAE RS Az ik @R #E AE 6L - RN [EIR 9% - B R (5] A B0 4 B Az

HE o

BE A TS A ICMP SRR 2 At » T AR IERE 2 OFEH & #n A ping 5
SHF > FH#3E2% " Echo Request" A @ULF]"Echo Request"zHE » DA
"Host Reply":H/E[OIfE QF ULEIEFE (Port) 2 UDP &A1 » {H E i
3% Socket » LL"Host Unreachable"sH 2. [0 @& g% E ¥ (Port)
~ UDP Ea1 » {2 F % #E3% 4% >~ Socket » BL"Port Unreachable" &[]

fE

BAFY TCP #ZE4 ] (Congestion Control ) Z &yt » FHIWLE ERE 2 D
{6 F B IR B R R )k ( Additive Increase Multiplicative Decrease,
AIMD) JE¥ @fFE 4R E) (Slow Start) JEEE O fF FHEZERE ¢

( Congestion Avoidance ) JEEE @FE HEEZEMEMN (Congestion
Detection ) JEHELE -

THIRLL B fHEs (Router) AYIHEE 2 DIP HEAH (Packet
Switching ) @Hi$E 51 ( Collision Prevention ) @IP £ &1 )% ( Packet
Filtering) @EHEEPE A (Broadcast Domain Enlargement )

fEAc#Ags (Switch) B TAIREL S E Al 5% € £ (Trunking ) 4HRE ?
(DVLAN Trunk Protocol @ VLAN 3802.1Q @ISL -

THIFLESE 1 Jg (layer 1) M T #EKE — @M (LAN) fVREE
Ik 2 @Switch @Hub GNIC @Repeater °

PR ES S LAN UgaY 1P firsk B 172.16.2.1/23 » FHI|HFEb 4R 5% LAN
ZHEIP firik 2 @172.16.1.100 @172.16.1.198 3172.16.2.255 @
172.16.3.0 -

(Layer 2) Z#tRH IR TIEE 7 ORGSR (ASIC) @
i (Wiring Speed ) QERZEHE (Low Latency ) @FEH (Routing )
RAHNEE 2 J& (Layer 2) A#a8% (Switch) Z &l » FHIHF L ERE 2 O
Tﬁ%%%iﬁﬂ’]/ﬁﬁ\ﬁﬁﬁ (Hub) @=#zsELIBERESZ (Bridge) QXK
MR T EERAE (Frame) E15 [P fizdlk - 3L IP fir k28 B 48 p& £ H
@A s g B EHAE (Frame) FAFEALHEZKE S MAC firkk -
ERRAEESREEAEREE - NP ERE 2 O ki E (Collision
Domain) #& @B/ hlifElE (Collision Domain ) & O 4 /Nl f# &
(Collision Domain) @ AKHifEE ( Collision Domain )

THIHR s 2 25 WAN I/ 2 @Ethernet @HDLC @Frame Relay
@PPP -

P FH B8 A R UE V) B i T PR A BRI - ] (E R f RS i E 2 D
RIPvl @RIPv2 ®IGRP @WOSPF -
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294.

295.

296.

297.

298.

299.

300.

301.
302.

303.

304.

305.

306.

307.

(124) 1F & F 83 f51{#H FH PPP ( Point to Point Protocol ) F & WAN i@ i1 7 &
BE > BEEE 23R R EE 4 1E ] B LA € PPP 4HAE ? (DSynchronous Serial @
Asynchronous Serial @LMI (Local Management Interface ) @ISDN

(Integrated Service Digital Network )

(34) REIFEIEIE4EER (Storage Area Network, SAN) L&A WLLE 1 2 OEEEFE
s EFEEFET(E R OMABYEA AR M T #E8F (Network
Attached Storage, NAS) Z#im Ofdfikes il A F IR ENER G @
B P 23 B A7 S R U I AE 45 1 -

(134) Layer 2 =2 #6230 {55 F W L2 ThRE DARG N4 s LAVsH S 2 Ofr k&

( Address Learning ) @#& M (Routing) Q#E%EL#EE (Forwarding
and Filtering) @R # % (Loop Avoidance )

(234) EPIAgHass L2 BAE B VLAN £#38 (Trunk Port) B » TFFIRLL A&H
MEVFE R, 2 DBlocking @Dynamic Auto @Dynamic Desirable @
Nonegotiate ©

(124) B> TCP/IP g€ » THIWFLL EHE 2 O4gME4g1s % 48 5 H 2 et &
QF—EHEMATESR » BIEMERNFRMEEZ E QBN IHE—FER
r MRS @EL OST #HAIMHE » i TS -

(124) FHIHRLEE B EERE R H (Static Routing ) ZHtE 2 O ARHE @fL=#
M QHAEALHEKHE OEERE 2K 25 -

(234) THIWELL B BhHERS Y ( Dynamic Routing ) Z45M: 2 OEBE E1TER
QEAHENME OFEEMTHEKNE OBESEH 2 H@iE 24 -

(234) THIYREE By ADSL Fr{EH Z£efls 2 OFM @CAP @DMT @WQAM -

(23) TNHIRLE A g AT AR R [E A T AR & 2 D11001101 @10111101 B
10001101 @11100110 -

(14) "FHIURLL — A G 8 m] a8 & E iz ehads 2 11001101 @10111101 @
10001101 @11100110 -

(13) IP firdk 220.35.12.100 ATREE Y THIWFLL4EE 2 (D220.35.12.200/24 @
220.35.12.200/25 (3220.35.12.90/26 @220.35.12.90/27 -

(124) BEFS 1P firhk 222.68.120.35/26 » FHIHFEEEME 2 /26 Fos T 495 =
it 26 il 1 izt @% 1P fir bk Fi(E T 4958 1Y = 4% 1P firdik B
222.68.120.63 @& 1P firtik AT #E F 49RE vl f5 B4R 3% R A 09 1P fir ik ¥ =
By 64 @/)26 Fom 256 {# 1P firkk 4y Ak 4 (E4gE -

(124) FHIHELL By 2 K 448& (Ethernet ) BYERHME (Frame) Az 2 DA (HHY
firht) @SA (FJFfrHE) @Frame ID (RRAESLFIEE ) @Data (&
i)

(124) B 4EFE s E (IP) > THIFEIERE 2 O H Al ¢ B2 i E
By IPv4 QIPv4 ZArhEERE B 32 fitot QIPvS ZArhk&E K 64 firit @
[Pvo Zfrdk &S R 128 izt -
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308.

309.

310.

311.

312.

313.

314.

315.

316.

317.

318.

319.

320.

321.

(123) THIWEL: & IPvo EEEIE X 2 OB (Unicast) OfEHRE
( Anycast) @ Z%$E (Multicast) @JE#E (Broadcast)

(123) BAFER TP AL 2 > TJER AL 7574 2 DCIDR (Classless Inter-
Domain Route ) @NAT (Network Address Translation) @DHCP
( Dynamic Host Configuration Protocol ) @RARP (Reverse Address
Resolution Protocol )

(123) NHIYFLL & [Pv4 Bl IPvo HfF Z B ARy 27 O A (Dual Stack) @
ZEBE (Tunneling) Q@#E# (Translation) @3Z# (Switch)

(123) BE A 49RE I 75 10 8 2 LR 9% (Port Number ) - FHIWFLLIERE 2 D
HTTP:80 @QHTTPS:443 @SMTP:25 @WFTP:23 -

(13) THIWELL & TCP i E fVFr: ? OEPEE R @FHEm 228 UDP & th
QT FE M UDP hEm O FNHFRER G EZE -

(123) TFIUL: & UDP fig @ WU 2 OIFEBEE ) @ E#H g 23t TCP fhE th
Q@ FEMK DHEE S BN ERHHEZE -

(123) THIWELL By RAVE AL 4mas 7750 2 OEEFZE (Return to Zero, RZ) 4wiE
Q@EZ/HIATF; (Manchester) 4mfl5 @QMLT-3 4Rfl5 @WCCITT 4wt -

(134) ALt fy ] 58 7 48 HEE 2 (1255.255.255.128 ©255.255.255.160 @
255.255.255.192 @255.255.255.224 -

(123) 2] © 10110101 B2 R HIIRLL B 4ESE 2 O/ UER]:265 @+ #H:181
@+ iR BS @/ ERI267 -

(13) ] 2 11011110 B RNAIREL g% 2 ©/VERI:336 @ T #EH]:220
@+ /N#EH:DE @+ N#EH:CD -

(124) BAKY IPv6 » FHIFRLE ERE 2 OIP firkkdr 128 Az t4Hak @B LA 8 4H
FERR QFHEE 4 [HFrsy 8 #HHFR R QERBEEE 2T > B2

T TR e

(234) BN E Y EHE (Direct Sequence Spread Spectrum, DSSS) Fiff »
IR TEHE 2 (D FE >R & [B{E B iE 902 MHz~928 MHz #EE: @1E B 5
Pt s o ATHHL T8 R P - REEE QIR IR (S SR 00 H 7 48 — R ARG e B
A A DR EFES O E AMEM (Base Band) (E578R 38
HECENEAEETE > HETEE -

(134) THIUFLL 2 2508 5950 (Fading Effect) MIRZE 2 OS5 %
R QFEEFRENDRE OTHaNBE S @FEEERE (Multipath
Propagation )

(234) BA SR AR » PRI ERE 2 OB (Bluetooth ) A MEES
BEIIREEFEREWMEH OFfFEERN R 2 MERFH - REREHK
HEHIATEH QBB EERY (International Telecommunication Union,
ITU) Bl & el A BV 4H &% @i 2 (v & 7y fy 75 88 = i

(Licensed Band ) B AR FEEEZ#IE (Unlicensed Band ) WifE
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322.

323.

324.

325.

326.

327.

329.

330.

331.

(34) BN EEF4m4i &g ( Bluetooth Radio Layer) W& » THIWFLL ERE 2 D
(i AR B By 2.4GHz £ 5CGHz @ #H i J7 E#% FH @48 (Spread
Spectrum ) F iy @fF AR FEEZFIEAY ISM (Industrial Scientific
Medical ) #HEE @& 77 XA S HriEfE##1E (Gaussian Frequency-Shift
Keying, GFSK)

(134) {438 =488 (Wireless Ad Hoc Network ) & » 725 (Flooding )
A NI ghE: 2 OF B (Packet Collision) @2 E{FHI

( Multiple Access ) Q@#/r#miF (Medium Contention ) @I EREIE
(Redundant Rebroadcast )

(14) BER LR ECHIGE RS ( Wireless Sensor Network, WSN ) " #I[Wf £& [Fff ?
O H 2 I B 25 671 BE (Node) 4H Bk @4 43 FOHI 28 DM H BEIF L8R (D4 45 ELH
g/ B R TS ORI 2 ThRE @4 47 BRI 25 61156 At % 11 (2 30 (2]
(Communication Rage) N #& FH fiE&p i aH i -

(234) BN M4 B #E R 51 ( Radio Frequency Identification, RFID ) f&Z% » |4
EEL TERE 2 OB E A& EHER N 2 RH O XEAE T EHEN
E/NRIEE QW B E AR & A s RS S AV (E 5% R cERE » DU
TERGENEZE K QT FHAEFERLEHAEFERERERE > HE
B REIEE -

(12) FE 4 fEAIRE > % EFEL (Multiple Access) » FHIHFEER FERE 2 DK
FFA7FHL (Ordered Access) fi5 282U & 1] DLRE I (H 28 &R @B T HL

(Random Access) 58 2 m 75 M H 7 (22 &R Q[ E =17 HL

( Deterministic Access) (&R E 7 =0 EFRIIIEGF @4 & =17 Y
(Combinations Access) {Z/FFFEME{EHL (Random Access) ~ {5 f7HY
(Ordered Access ) MIEEHFH (Deterministic Access ) 4HEHEH -

(14) BE R EA » NP R ERE ? OF ST #EI N YRS R ELHE
KRN FEARS (Reflection) @& SR 18 5% & B £ A/IME
VRS - GFEAERST (Scattering ) Q)& BRI 15 21 4 27 78 1 [RE B¢
YIRS > &SR 4y BRI 85 (Diffraction ) FEEBEULEG @PUH 55

(Fast Fading ) /& 1{F & AR B4 55 S 9% 8 S S bhvR 5 - 18055
(Slow Fading ) RIZf58 50 iR AU RL BhHA T (3 97 P EHF RN ELL -

C(124) THMREEIE H Kl RV ER ? OFRBEEE QFERBEEE O

B AR OEFRELEEH -

(123) TFIRLL & A fTE 5 #0 (Mobile Switching Center, MSC ) FYIHEE ?
D5 (Call Handoff) @BEEEHE (Call Processing) @UEAYIf
At (Paging Function) @OMRIEZEEH (Environmental Monitoring )

(234) % RV 5338 (Taxonomy ) J7=UAUEEE 2 LU & NBUET 38
Q@LDUERE )T ETT I QOLUEE SRR EUET 00 @ LIRS i & & 55
KANHELT TR -

(12) BE e =& R /rmE (Fiber Distributed Data Interface, FDDI) %
fly » NHIGELLTERE 7 O TS H T B G AIHIGE ) OF A+
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AN ZEEEE QX ETIEE B 500 Mbps @ AH KB & Bk A & R EEEE & 1000 2
B .

332. (12) RBARIEE D FHEmiE = ( Asynchronous Transfer Mode, ATM ) > [NAIHfLE
ErE? OB EE R (Connection-Oriented ) AY4IEE @&t % FE FHFZ =
HIARFERE K - Bt bEim ks @& E TIEu: HEEE 100Mbps HI{H#
w2 WDLAHAE (Cell) REAr > SEMEEE & 480 izt -

333, (123) BN 4mAS T - THIMPLETERE 2 DA [EEFZE (Non Return-To-Zero) DA
SEMUFER ] REMER 0 QERITE (Manchester) DUREAL S
BUFER] > SEMEEEMUFER 00 QANEEELE (Non Return-To-
Zero-Inverted ) DA IARER R 1 FEBMEAHRERR 0 @[0]
Z (Return-To-Zero) DAEABIAT 1 BTV EAL T R 1 4EFFRT 1 {E
LT EE TR0 -

334, (124) BN IEAS /9 #H2 T. ( Orthogonal Frequency Division Multiplexing,
OFDM) #ffy » THIWFLLIERE 7 O#HECE 2 A EIEAC B & BBRIEE @
HASHRERMHImEE 1) - SRR S QAT Z B (Multipath)
B 55 (Fading) @] DURHTAT 9% +#8 (Inter Symbol Interference,

IST) -

335. (134) BN Z K498 (Ethernet) - PNHIUFLLAIERE ? O10Base-T Z KA £
E ERRER 100 AR > ZEEEBENEE FRA S AR @10Base-FL Z K4S
{FFRE ~ ST #2500 - 4R SR PR R E S E S @ 10Base-FP 4K
MpE DI BB IR EGSREEEE > T H 48 HEE @
10Base-T Z K& <&@ 2 S8 B & LR & 100 & -

336. (124) BN P51 43 BR A9 IR 4815 175 € ( Serial Line Internet Protocol, SLIP ) Hi%L
¥t 85 (Point-To-Point, PPP) HYELEZ - THIUELL EHE 2 OPPP o] H #fEdl
AR — i g AR AR € @PPP SR EHE R EFNE 57 >
fEERHYBR 4 7 =X QSLIP AI{E[E 1 fr{EHbm 4R £ - [BI0FFAE A [ A (i i)
JE @SLIP FRE HEas & s - WA g HREER Y -

337. (234) BN B FH e R il - TAIREE TERE 2 D HAEFEHE 128Kbps HY{H iy 2 %2
Q@& M i £ 35 R A L FH il Rl (R @ B A sE & @] e fit 4
BETHEE T -

338. (234) BHN/TENMER 2148 » PAIURLE IERE 7 O IKE A A% (Global
Positioning System, GPS) &5 —ATH i R R FAVHT @ EKATE) N
%4 (Global System For Mobile Communications, GSM) &5 — {78 i#H
SHA OEIETHEZL EF I (Wideband Code Division Multiple Access,
WCDMA) B3 = RITENE R A SRR R T 2 — OIER /725 TR T
(Orthogonal Frequency Division Multiplexing, OFDM) £ 55 Ut {7838 =]
AR ER — -

339. (134) B#* IPsec (Internet Protocol Security ) » RAIWiEE FERE 2 OF LS
M EE g I U 22 2 A 3 g e @IP 5 R FEFH (Authentication
Header, AH)$2 L &R Ay 58 B2 4 B & M @ E B IE R & 1P # 7l 15
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1. (1)

2. (2)

3. (3)

4.(2)

5.(4)

6. (4)

7. (1)

. (2)
. (3)

O ©o0

10. (3)

11. (3)

12. (2)

13. (4)

(Authentication Header, AH) @& G & 1P £ 3527 2 Ffj &
(Encapsulating Security Payload, ESP) -

17200 #E8IRE: L4k TIETEHE 05 © $ERsAA g B

TAIMEE AN B E R RERY 70 ¢ OEE R R SRS & PR —
B fafkds - B0 HEOMAFINE G FE ke @B h0fEREs 70 @T
ﬁ‘éz%@iﬁﬁﬁfﬂiﬁ BRI N 2 Al e e OPREES B R o7 HLHY 5 =0+ D
AR EIR > R A RS T E AR @¥ Fﬁ’%‘éﬁﬁﬂ?ﬁlﬁf&l
T’EE?%HE!’J@H%% RSB A& (E ATy LIEREAE - DBV S B A7
H -

N A AR AR E 2 B R ER ? OREEYR O 4
QAT @Rz at il

NYIA E Ry dd s B A E 7 OSMTP @TCP @SNMP @WICMP -

SNMP #E AL > TCP/IP A ch i —fg ? O4gE48 k& (Internet
Layer) QJFERJE ( Application Layer) @2 (Transport Layer )
@ E (Link Layer)

SNMP {7 & TR H I —fE FH g i € 2 OTCP @IP @DHCP @
UDP -

SNMP 1 & {5 F 09 #3295 S fa] 2 D80/81 @443/444 D110/111 @
161/162 -

ICMP 4 E &> TCP/IP A RV —Jg ? O#EMES g (Internet
Layer) QJFEHRJE (Application Layer) O@fH#gE ( Transport Layer)
@gpg & (Link Layer)

[SO M2 fRR B INREE 77 % R 2 D4 @5 @6 @7 -
NEMaE AN 1SO fEAEh P E I sE VRS 2 DRUEE

(Performance ) B QFFE (Accounting) B @Ji= (Flow) EH
@4%HAE (Configuration) &

T & B A e B B AR 2 DI RE OFHER OBERAR O JE
BffE o

AR N A 2 O RS EE & 3 U1 K FERF ) A Bl QO 7E S st 4%
P B > m] DA A A BH % i R A B 2 BRI B 4 % > DATEHIAE RS 1Y 3 BE (D
AR AR R R RE E R hnhr 1) @3 (E e R DL B2 2 4EiHk
(Full Mesh) #atEssEfEh - SEETRITH W E DL LBy E e L o] 5 -
THMEAN BERMEKEESEFENEARZE? OFE Oz Ot @
N1

THIRCI AT 3 IERE 2 OFE R SRS HG A T B EEEH A% it
(Availability) Q@49F& iR BIE% =1 80-20 JEATEIE/INA 80% :1 %5 7 1
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14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

(3)

(4)

(4)

(D

(D

(3)

(3)

(2)

(1)

(3)

(1)

(2)

(D

(4)

REAE RS 0 20% A% MR I ME QT DARE hnfal Ak 28 5 R IR R 4k 2 &
A DF AR RS - st HEMBEEE S RIS E -
T E RN R e A RS ZE R A > JESLEE  HAREE ? ORiTEE @
EHZE QAFHAHEERE ONAFZE -
THIga ] & IEwE 2 Oz (Polling) EI5E E(FE AN 4 @ AEHH
HE R QAT HBEME - TIENRALIEHEE NEH TE O
CMIP (Common Management Information Protocol ) & H Fi ¢ & FH HY 44
Bl E OFEREH 250 DUEH RATA 2 SNMP (Simple
Network Management Protocol ) Z 4B&E M -
R EE (Agent) BEEPF—E M E @ KHERBEMNHESEHES
(Manager) ? OTFTP @SMTP @TCP/IP @WSNMP -
S EH 2 HBTfF (Component) NEEW—E ? O EHE O
Hes OMH2S (Agent) @DEH 2 (Manager)
T ERNER SO RN EHIIEE T 2 OAR (Cost) EH @
224 (Security ) EH Q@XEE (Performance ) B @#[&E (Fault) &
H oo
T fE 1SO FEAE 4 P& B Ty RE 1] DAR E BB L S Y AR AR 7 DY
[Z (Fault) B QFFE (Accounting) EH ®%H#E (Configuration) &
H @xg8E (Performance ) &H -
PSS E (MIB) BRUE » iR IEM ? O BTN S
HEHHE QB aYHaER T QER YR ERE OFMAE&EHRZ
Y49 A 0 DUSHR Y B RHSEREE I -
RMON-IT 2 H# OST 48t 2 Z H A &g L EHVERE 7 D% 2 g Q%
3/ @F 4 g @WF 7 °
RMON EH OS] Mg 2 FHAUERG U THVAE ? OFE 28 @F 3
QF4g DFES °
SNMP Fr FHHYE A AL (Primitive Type) EiftA%E 2 O2 1 @3 & 34
fH @7 fE -
SNMP Fr YRR (Constructed Type ) ERIE %M 2 D2 fE @3 i
@4 T8 @6 f& -
SNMP B HEYLTAER (Application Type ) BRI A% 2 DS & @6 f&
@7 1E @8 1 -
T E R B SNMP AT HEVEAR (Primitive Type ) & ? OJFEL
%7 (Float) @/\fiz7c4H& (Octet String ) @## (Integer) @DZEH
(Null)
TFMEE &Y SNMP A HEVE A (Primitive Type ) &k ? OFF BEE#
(Float) @FF%1 (Sequence) Q@ARZEI (Opaque) @Y
( Object Identifier)
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28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

(3)

(2)

(2)

(D

(4)

(2)

(D

(D

(3)

(4)

(4)

THeE AR EFY SNMP FrFHAIRT4E R (Application Type ) &R 2 DM
=728 (Gauge) Q#R&Arik (Network Address) @ F%1 (Sequence)
@FAH1 (Opaque )

A AN AR EE (Configuration Management ) HYZHRE ? DRIE
BIRHPAM E TS E QU T ARG INEI R L8k QORIE RFKHIZ
H OFEELRFHRTHYREE -

THal & R 2R AEE B (Performance Management ) HYIHAE ? O ELYS
&R OEBEARGHREE TR A O B 2R A R EIE T el 22505
BE OB H AGREHE A T ENEEHIEE) -

T &R S i EE#H (Fault Management ) HYINAE 7 O T 4 & 48
B4 QBB &7 e f R A A QHERR R @ T i B R 2
ML -

THMErE A EEEHEEH (Accounting Management ) FYLJAE ? DR HI4Y
PRERAEH EHEETIRE QBEATEHEFHENERERKER @Of
DFet B MR SRR QRSN MR EERAE -
THaE R R 2 EH (Security Management ) AYIHAE ? O 17 8EH
e tES QIBHEEENE OhlME 2Rl QL2 EMN T MmFEE -
TNy E A Z SNMPv] Y454 ? OReport @GetNextRequest @Trap @
SetRequest

TFMAE E SNMPv2 FHE A vl #riid s < 2 DGetBulkRequest @
GetRequest @InformationResponse @Repeat e

TR E SNMP 888 ry—#&f o 27 OHEEE (Agent) @SNMP 1
E QFEAHE (User) @EMZ (Manager)

A 3 {4 (word) : wl=0110011001100000 ~

w2=0101010101010101 ~ w3=1000111100001100 > F%{a[ & K It 3 {E =
¢H~ UDP checksum ? D1011010100111110 @0100101011000001
0100101011000010 @1011010100111101 -

TCP H &M TE : TCP Ha2 NALL 16 A 8FEFE R
T 100320015 00000001 00000000 600207FF 00000000 » H H AViE 5k
(Destination Port Number) L 10 A7 8 FFRR A 2 OO0 @32 @15 @

21 -
Bits
0 8 16 31

Source Port Destination Port

Sequence Number
Acknowledgment Number
Data Offset Reserved Code Window
Checksum Urgent Pointer
Options Padding
Data
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39.

40.

41].
42.

43.

44,

45.

46.

47.

48.

(2)

(4)

(2)
(2)

(D

(4)

(2)

(1)

(3)

(4)

TCP HE B MO T E © EMAL Data Offset » £FF & 4 firot » Fn
BRI GB HEUE > N BEEER (Header length) - TCP HA .~
WA LL 16 AL EFR T £ 00320015 0000000 100000000 600207FF
00000000 » H TCP EHEHEEE AZ%/D byte ? D6 @24 330 @28 -
Bits

0 8 16 31

Source Port Destination Port

Sequence Number

Acknowledgment Number

Data Offset Reserved Code Window

Checksum Urgent Pointer

Options Padding

Data

e A —HMEk 2% > BIEEIRE A R 2 Ozt @IP fizkk
Q#EER Lk O FERR Lk -
ping 5% AR E 2 OTELNET @ICMP @UDP @ARP -
[Pv4 B EFEEIIRAL - T E 2 E FiEE S es A B ek 2 Ok
Bl (Identification) @FEH (Time to Live, TTL) @ HMALHE @1
oo
RIP B fE € ? OWNEIEH @FMNBESH R NEEEH @FMNBEEH @IF
=
£ TCP fip e » ACK=1000 %7 : OEUE T 1000 fiH segment &} @
CUE] T 1000 f# byte Bk @TULE] T 4m5% 1000 2 segment @ ULE]
T H4m5% 999 Z segment ©
Rl A% A FO1 B R PLEER R bps (bits/sec) AYEE P ( Single Link ) ##
B M EHERTEERE A D AR > E98E#E (Propagation) HESFF P A
R ik A #FER/NG L LotV EEE % B - HERKLEE
(Propagation Delay ) K/NEyfif? WL/R @D/P @P/D @WL/P -
Rl A% A FO1 B R PLEER R bps (bits/sec) AYEE#EEE ( Single Link ) ##
B W ERRIEERE S D AR > E98ERE (Propagation) HEFH P A
R Ttk A FERNE L ALTEEE T4 B - HE 6 2 it &
( Transmission Delay ) Afaf 2 (OL/R @D/P DP/D @L/P -
2 e Wl B AR 2 BE RS (point-to-point ) 2 » 75— F RS A —(EH
2Hz ~ 4Hz K 8Hz %5 3 {E{S 57 FrdH R S 57 » RITER UL M EUEE (2 9% 2 #H
HKEDVFEL /D Jo] IEHERIEESE 2 O8Hz @14Hz @16Hz @28Hz -
JEENENE (Sliding window ) fhEH » N EFM » E—iHAES £ (Last
Frame Sent, LFS) ~ E—HERLULE] (Last Acknowledgement Received,
LAR) Ea&%i 5% A/ (Send Window Size, SWS) = ERIAYEE (A B o] ?
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49.

50.

51.

52.

53.

54.

55.

56.

57.

58.
59.

60.

(2)

(2)

(2)

(3)

(2)

(2)

(3)

(1)

(4)

(D
(2)

(3)

MOSWS - LAR<LFS @SWS+LAR<LFS @LFS+LAR <=SWS @LFS -
LAR<=SWS -

NED AR T RIHMEE S R Z RS 10 kn o [RE(F9ELL 2x10%m/sec

EHB T ERE > RE—EeEFEREMrAEIES 4 - it K RTT
(Round Trip Time) Aff ? (1 usec=10-5sec) D700 ¢ sec @600 u sec

@100 1 sec @30 psec -

T T TTTTT

SR AR CSMA/CD Z #EAr 7 EU#Ze#H (Medium Access Control )
UG & M 2 e EE & 80 km 0 5 HHAE — 28 A Uh & [ 44 B8 P A U vk
B iR E9% 0 DL 2x108m/sec fE A (H L > HEE Mt a3t in R L
100Mbps » frEg &5 28 P2 > Al BREE/DNHEES /D
byte 2 M5000 @10000 @7000 @000 -

BE N EE & (Crosstalk ) Z#&x#ft » NFe &R IERE ?2 Oirlns & (Near-
end Crosstalk, NEXT) HBHMUHEEH 228 @irlnEE (Near-end
Crosstalk, NEXT ) = dB {EH#l = - 7248 B (5 in B R 2 O (F i 2R 8L
= BEER M EMEE @OF T GRRELEEEM T 2 B4R EE 2B
ik o

THMaE 2t » PPP SR = m R EE I E 2 ONCP @PAP
@ CHAP @WLCP -

AFR H PPP Hh AT ag AR gy $ Rl A B > B S A T AIe] A e AR AR R 2 D
PPPoE @LCP @IPCP @WCDP -

N[ fE WAN € N2t R e EAyThss 2 OSLDC @HDLC @PPP
@DLAPD -

NEIMaE R AL PG (DSL) ZHERMNEEEZEERE? O
A 81 5 YR ] Repeater BYEH @ 2R I 81 H AV Ime S B4R 1 & @
HEmREEmERE QFEFERA -

MTTR (Mean Time to Repair) & MTBF (Mean Time Between
Failures ) 52 E495s 0] FHME - T3/ o s o4 e 0y o] M 2 OFRFEK
MTTR 33 i1 MTBF @34 /i1 MTTR i [ MTBF O[] RF[# K MTTR k%
MTBF @I& #5311 MTTR k2 MTBF -

RMON £ A fE HA B ERZIHER 2 OCommand @Table QList @
Probe -

RMON & ] & 7% & 1Y JE A ZE{f 27 (DSNMP @UDP QIPX @WSMTP -
BB EEENRS M2k ORE (Risk) Q@EZ
(Threat) @HE591E (Vulnerability) @55%F (Weakness)

I ERER SO BENZ 2K ? OERTEYE QEREEME O
Nt O ERME -
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01.

62.

63.

64.

65.

06.

67.

68.

69.

70.

T1.

72.

(4)

(3)

(2)

(4)

(2)

(3)

(4)

(2)

(D

(3)

(3)

(3)

Ty e fE R E R B [Psec VPN 2 (DL2TP (Layer 2 Tunneling
Protocol ) @PPTP ( Point-to-Point Tunneling Protocol ) @3)SSL ( Secure
Sockets Layer) @DSS (Digital Signature Services )

OSI tiEipEd » M—Ea T VIEIERL & E TPt ? OFER#EE g
(Data Link Layer) Q@&#&Jg (Physical Layer) @fHEmE ( Transport
Layer) @WFERJE (Application Layer)

AR EES (Bluetooth ) Z &L » o[ F A IEWE ? DI 1994 4FH 5 Fl
BAE LR @O 24GHz #HEE @RS (Radio Frequency,
RF) & h = Q&G 2 EEES -

N FI R A AR] E A TEE ? @%@ﬁliﬁﬂ%%* FiR S =R Y WAL R
Q@& RHE LK B PR X HT > LSRR AR TR O FH T hn ] DA hn & Rt
HE R @FH A (Frequency Modulation, FM ) Y& % J7 2\ EL 3R

( Amplitude Modulation, AM ) & 52 5| 8 & {2 & -

HIRCI AT A A 2 OARLKFHEAVERTT - — Tl BESESE ©OF =
RATE) {E%Zfﬂ%ﬁﬁﬁ@tb*ﬂﬁé@ﬁ_ @ﬂ@}_*ﬂﬂljﬂ']%%ﬁ’—ﬂyﬁm
(Multiple Access) T DL Z5 (& 17 8h i sl e L FH e 4R SRS @i %
T#7El (Code Division Multiple Access, CDMA ) E ¢ EHME (Spread
Spectrum ) #ffy o

I E RBE AITENEE A% Y OEMRLESIEFR (Wideband
Code Division Multiple Access, WCDMA ) @IEAZ 47482 T F:5 1l

( Orthogonal Frequency Division Multiplexing, OFDM ) @£ ERK{TE)##
N %48 (Global System for Mobile Communications, GSM ) @& EKEAL
2% (Global Positioning System, GPS )

OSI tiEmET »r BEREFRHEEERKNEN—/ ? O&ER#EE (Data
Link Layer) Q&E#5/& (Physical Layer) @fH#u)g (Transport Layer)
@M (Network Layer)

NHIFCGIAR A IR ? OEFESERAEEENE TEE TH Qx HEH
= B IS e T Qe HOR M By PR B R o A A @E
At B HI B g pr R B S B g Y T E -

NI AR CBAVER ? ORKRAE S OFmAEE TR OPLEM TE @
HimLetts -

NHM[E By ZKHE RS 2 Pl fE Al © OFFClERBE (Token Bus) @FF
sCfHIE (Token Passing ) @Rz {511 25 B 17 HL bl 2 5 11
(CSMA/CD) @#R =M 2% B HL i e o (CSMA/CA)
NAIETfE 2R A S Y B BRI RS 2 D100Base-TX @10Base-T @
100Base-FX @100Base-T4 -

B HA IEEE 802.11a 2Rt » FHI{a & ERE ? OfFE A 24GHz 57T @m K
fe gy 2 %2 2 128Mbps @F IEEE 802.11b/g FHHZE @#EH 10 (G R H &
2B 11
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73.

4.

75.

76.

7.

78.

79.

o0
o

(o]
(U8

oo
~

(4)

(4)

(4)

(3)

(D

(2)

(3)

- (4)

- (4)

. (3)

. (2)

(D)

. (3)

T E R R ERITE (S L4 (Global System for Mobile
Communications, GSM ) B MAERBIHET 2 O1800MHz @1900MHz &
900MHz @3600MHz -

TE R AN IERE 27 OB (Bluetooth ) $5 fiy /& — 8 55 FE ik 1y i 45 {7
Tt il @QTTEN S RS EHIM DI REKR - HAESAERE iR @K
fTEh#E(E 24 (Global System for Mobile Communications, GSM ) &
C“RATENER AR EE i @IEEE 802.11¢ EfHFH 24GHz AUFEE -
AR A AT DAGE SR — R A AR FE R AVERGE 7 OFE LT @734
ZT QT @K% T -

IR AT g AE 2 OMEME (Application Layer) QHEEJE
(Network Layer) QEH#e/E (Physical Layer) @E & ( Transport
Layer)

FFIMA & By 1000BASE-T Z KA FEZH 2 D1000Mbps F 48 [ #5
HYEE &L 4 2 R 4 1% (@ 1000Mbps A8 (5 HY R 5] dil 47 2 R 4gis
1000Mbps FEAH & i 1Y YE 48 £ K49 @1000Mbps & 4 (= dir 1Y 41 [5] il 43 £
KHERE o

BN EEEER flT (Long Term Evolution, LTE ) » [ &N EhfE ?
O —Ema TSR @ AR HEm A B HEEARILE OX%%
o B i 2 B SRl O{EHIEAS 2 T. (Orthogonal Frequency
Division Multiplexing » OFDM ) Sf#EBEUF 1T -

T FMafE IEEE 802.1 ZFIFEAE » FA E IR S E A8 FE (Virtual Local
Area Network, VLAN) & & ? OIEEE 802.1D @IEEE 802.1W 3
IEEE 802.1Q @IEEE 802.1X -

T FI{a]fE IEEE 802.1 ZFIFEAE - [N ERERER (Spanning Tree)
E 7?7 MIEEE 802.1S @IEEE 802.1X QIEEE 802.1P @WIEEE 802.1D -
B IEEE 802.11g fEAE R E » Mo & A LM ? OFHERSHES T
( Orthogonal Frequency Division Multiplexing, OFDM ) # it @#g
CCK-OFDM i PBCC-22 Wi fl#E I @RI A 2.4GHz ST HE
54Mbps {H 2% @OEFFHEREL 300 AR > AHEENRIA 802.11b 5%
-

BE N AL A4y > DA A IERE 2 O R ERHEUCEEEEE (Peer to Peer) HY
i 22 @ i 3R 1E 9.6kbps £ 4Mbps i [E 2 i O4LYNRE 0] ZE ik =
BEV)IE (Him &R QAL EEBE N H S F R @ IR 0y IR -
DU AR > o DLGERFECER (Token Ring ) A& Hh Y 27 {1E s BE 2% 25 51
fE? OEFLIETF e OFFeZE QrI MR ORLREHFF -
NEMe S B R LKA R VA AE 2 (DIEEE 802.3u @IEEE 802.3ae
IEEE 802.3ab @WIEEE 802.3z -

AR AR AE > HR S fE HUR R B 3 AT 2 9.6 Gbps ? (DIEEE 802.11n @
IEEE 802.11ac QIEEE 802.11ax @WIEEE 802.11be -
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86.

90.

91.

92.

93.

94.

(3)

- (2)

- (4)

. (3)

(4)

(2)

(1)

(4)

(4)

A R AR I > A SR L B AE LR fE RO (CSMA/CD) £y ?
DGigabit Z K4 @OHEHE Z KM @10Gigabit Z K4 DFHZ K
AEE -

THIPF—IE -2 Wi-Fi 6 (802.11ax) FHEEH Wi-Fi 5 (802.11ac) HYH#:
M2 OfE4E SCGHz $EER @5] A OFDMA ®ffH DSSS & 5 @E
KIRE—-R&EmHL -

AN FAA A R ? QALIMNR AT EIEBEY) @8 e T
EORHE % DIBEE 802.11a 248 SHER MG E @ L@ B EREF
52 BB H T8 -

#8717~ IPsec (Internet Protocol Security ) ° F#IfI/ &R EfE 2 OIPsec H
DL ) 4 % g o b ¥ Ui 22 2 BV S =g e @ H F 228 Ny 1P 8 A1
THE (Authentication Header, AH) DLR 1P £ 2527 4 &
(Encapsulating Security Payload, ESP) IP $# HI1ZHH ( Authentication
Header, AH) 2 &R0y 52 M B & ME @528 1Y [PSec JERLE TP #
FHIAZEE ( Authentication Header, AH ) PAK 1P £f 2527 & i &
(Encapsulating Security Payload, ESP) FFr{EH S #@HICBIEH -
BE A kA EAEF T ( Frequency Hopping Spread Spectrum, FHSS) » F
G5 R IERE 7 (D 2.4GHz HERDL IMHz # B 3E8153 5 75 % 81 {8
LR EE R M (Radio Frequency Channel, RFC ) @f{# B 8 58 1%
WA Uit A [T A Bk AR 20 (Frequency Hopping ) #ETEHSRHEUCEL S 12 QBKAH
9 A FEIREIIR B 250ms @ FREE T (Bluetooth ) $RAIRIRAT -

NHI B A AR S I 4 S (Wireless Local Area Network, WLAN ) Z#%

it A TERE 2 (D802.11g M H A R AT 2 48Mbps @802.11b 45
F[EF (Bluetooth) HEFEAI T8 @802.11b fY{E# HELE 801.11a Bk
@802.11a #H L 2.4GHz HIIHEL -

NHNRCHAR R IEHE ? % 4R I 5k 4958 7 BUEE (Access Point, AP) &
KHRE RS > FHFEEEZENIR QLN E R 2 DUEL BN Ty
T @F i AL E (Multi-input Multi-output > MIMO ) 2 {58 Il
25 B I Y 26 {18 R 4R 25 E 8 0L 38 2R BR % - (BB A 32 Uie s FH 25 {1 R 4% F2 Ul
WAR IR & s @ B Hil AL 43 1Y fiE 47 4 % & & R F 4R B8 Ry Rt/ -
REA IEAC 53 #H26 T. (Orthogonal Frequency Division Multiplexing,
OFDM ) [@# » NHIR e[ & A IR 2 O 0] 5 — {55 2 V) B B 2 8+ 78
M o AT AE A 2 [E I A B SR @OFDM A (E 2A AV EH SR & B AH IEAT »
Rt A g BT OFF OFDM & 4ustat > W 5IE RHE 28 i it & 88 B
ERHIFING H §E A 2515 LB IR @WOFDM 454 38 5 11 25 B 158 (5 iy 348 28 P 4
e gEfE] F48 (Inter Symbol Interference, IST)

B 77> IEEE 802.11g » NANUIE R IERME ? O 2.4GHz #E: @ K {HE
A By 54Mbps Qfx A R 802.11a #HH @ AE 802.11b 4

Vg

K o
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95. (3)

96. (1)

97. (3)

98. (4)

99. (2)

100.

101.

102.

103.

104.

105.

106.

107.

(2)

(4)

(2)

(4)

(4)

(2)

(D

(4)

B> IEEE 802.11n > TH A& RN IEHE 2 O#F 2 A %S (Multi-
input Multi-output, MIMO ) Ffif @ 0T [&] B | F 25 4H 1Y K 48 {14 50 9% - #2
Wit U B 1% A E RHE & 0 20 BE AT ERHE AR R 2SR @& R
g A R L BE 22 5] 24Mbps @ {F A NG E B A B 1Y 5 (iL 1% - BT AR H
2% K438 ik B — 58 AU R SR 45 BRI

B IEEE 802.11a > T E A IERE 27 OB LLEL 802.11b/g 2 @fH A
SGHz MYHEES Qi N EIR IR B S4Mbps @ EH #H KL 802.11b & o
THIRAREES (Bluetooth ) Z &L » o & A IEWE ? DIEEE 802.15 &F
B 85 OF S 4 I8 A & I RS U AR A QBE S 2 — T EE R ~ (RT3 - (KR
Y 4 4 28 SRR Al (D BE oF 5 iy 72 B B iy o o R R B R WEE o
[/ 2.4GHz #EEE -

2SS (Fading) RUENRZANEE TIIM—1E ? OZEENEE ©
TEERHNEE QOFEEYRMNLH HE ORGERAE KN -

iR 2 8 5 A ] B T R B BB > EOURR P 1589 A 2 4 R} AT DA 2y B 7
JRAR BV R GR - RHUS: 2R 8 S N el SR i e A U RV 462 2 D1 3
@2 & Q3 & @4 & -

o & 9’375/2 FEETHIM—IHE? OREHE QHEEFHE O
DB AL 3

Eﬂﬁﬁ?ﬁ@iiﬁtbﬁ SR ERER - R EA YRR 2 OB AT
i/ Qe QL ERNER 2 TIRES ORI G< T

B oo

BE N2 ERfTEN B (E 248 (Global System for Mobile Communications,
GSM) » T E A ER ? O HEARGEERn @&ERHERH T
10Mbps 2| 100Mbps ~[E] @ E[FEHFE 900MHz ~ 1800MHz & 1900MHz
@%ﬁ/\%aﬁﬁiﬂi_ﬁ%%

HEPE BT #ER T (Long Term Evolution Advanced, LTE-Advanced ) &
EBRATEEERM? OB 1M OFE2ROFEIK @DFE 4L -
BEAITHEERS 0 AEETYI—{E %% 2 OWCDMA @CDMA
2000 @TDS-CDMA @WGSM -

A fE IEEE R R (E AT 3 #2 T. (Orthogonal Frequency
Division Multiplexing, OFDM ) 7 ? @802.11a @802.11b 3802.11¢
@802.11n -

T FIMafE 4 B TEEE 802.11g fEHAMEHE 2 OEES (Bluetooth) @
2E{TEE(E (Global System for Mobile Communications, GSM ) ®@ %
A EEFE (Worldwide Interoperability for Microwave Access,
WiMAX ) @&EME T EFH (Wide-band Code Division Multiple
Access, WCDMA )

B2 F (Bluetooth ) B MY fEAES 7 ORI E AR Qma il o4
P Q4R I A b @SR 8 N & s A g -

lll’

454
=

3

1% x

H
a
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108.

109.

110.

111.

112.

113.

114.

115.

116.

117.

118.

119.

120.

121.

122.

123.

124.

(1)

(4)

(4)

(2)

(3)

(2)

(4)

(2)

(2)

(4)

(4)

(3)

(D)

(4)

(D)

(4)

(4)

EEF (Bluetooth) @ EAW—{EMEE ? 2.4GHz @24GHz (240MHz
@24MHz -

T FAR] By fi 3 W IS A B P (o FH B9 2 (DIEEE 802.15 QIEEE 802.16
IEEE 802.3 @IEEE 802.11 -

{25 Wy 0 ) ) S RIS ) T T Y SR AR AR IR Ry (D fRE AR A B% (D) i 4R T 3k
Mg QMAREN TR MR ML -
FETEA B ER SRR ER 2 OBEES Q2 ORI
 DLHERY -

IEEE 802.11a ¥4 IEEE 802.11g WY E# 22 f (D5.4Mbps @540Mbps
354Mbps @11Mbps °

T ER TR 2 2.4GHz BYBHE: 2 OEES (Bluetooth) @IEEE
802.11a ®IEEE 802.11b @IEEE 802.11g

B> IEEE 802.11n > F¥I{a[ & RNIEHE ? OFEL [EEE802.11b A OfH
B R A K 100 AR QA2 A Z# H (Multi-input Multi-output,
MIMO ) #fft @ax = E il 24 % fy 24Mbps ©

B8 A & I 25 BE 4 Bk 7% (Local Multipoint Distribution Service,

LMDS) - NI & RNIERE ? OHMEFBESS QFFEH ZHEAFHE
BRI OBEA BT R (Scalable) @WERHNEZFRE -
%8 7* IEEE 802 fE A i # g BE 221 » T HIA (7] &~ IEfE ? DIEEE
802.5 B B 49 251 QIEEE 802.4 B Hik49is 22+ QIEEE 802.11
Ty 4 AR & Bk 49 R 25 A% @DIEEE 802.3 By L K42t -

B K — MR B FE T[T RE © O& 73k A @Z 2% OFIUE
DEHEFH -

FHRR R B TR AR K o RIEAN 2 Web @RS —REREE 2 O
B KfE £k @ ER4EES (Internal Network ) @QFMER4EES (External
Network ) @IEEZFEE (De-Militarized Zone )

N B E— FE A ) A A AR S R AR AR Y 2 2 DWEP @WPA BSSID @
IEEE 802.11x -

RSA MEHEEFFANAEE (ne) ERE (d) - LEHE
THIB—I7 R 2 Qe 1 d ER2EE @d fHln FEE Qed=1 mod n @
(e-1) (d-1) =n -

SIMIME Z{&k#% T 7 fE g 2 OPEM @MOSS QPGP @
MIME -

TR (Integrity) R ERE TN —IHIE LR ? OER I OKRKIEDN
BHE QEBRBEM OBI/ERE -

TR (Integrity ) M 0T Ny I M #ETIRIL 7 ORHERZL
2 QE NEEZ e QOB ORI -

JE\ B PR N LS T A —TE 2 OJE g o A B RS @RS s A (D E b
ZHEE O HREEEE -
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125.

126.

127.

128.

129.

130.

131.

132.

133.

134.

135.

(3)

(3)

(2)

(1)

(2)

(D)

(3)

(4)

(3)

(3)

(3)

LB BEES M E OB O R &R KR 0 BB A DU T I — T8
FERr? O%e OQFF Q5HE Okg -

DNS Cache poisoning B8 & i & &K EFRE ? OFEHE [P firik
WM @fF F F A BB AR 5 TP Arak #4g 2 H AV 48 EH O FH & i 45
FSER H A H @@ﬁﬁ%fﬂﬂ‘%ﬂﬁ%ﬁﬁ&%%ﬁ?ﬁf’ °
TR —IH e fEf 2t DDoS ( 4y B FHETAR TS ) B L 2R ? O
BHE— ETA@*E FBFEIEAHERB A LR REKRE AR OHF
REZ RS IEHIEEE (Botnet) [FF A H IR 258 8% & 50505
Ko ERBEER MG S AFEHE OF HEHERINE SR EE
FBHENENS OF2ZFE THAH LB DE R IHEIREER -

DES @B MEE E L/t 2 D56 izt @64 izt @128 firjt @
512 fzot o

DHCP #£% (Discover) s /EH =~ HAYH (Destination) KRR
(Source) firtk& B 2 OEAYHL : 0.0.0.0 > ZKJE : 0.0.0.0 @ HAYHY -
255.255.255.255 > ZJE ¢ 0.0.0.0 @ HAYHE © 255.255.255.255 > K -
255.255.255.255 @ H/YHE © 0.0.0.0 » ZKJE  255.255.255.255 -

BN 2 B im N € %A #a ( Multi Protocol Label Switching, MPLS) f#
JE 2B > AN IERE ? O ERHERT > gueE P ik - BiR

ﬁﬁ%ﬁ%t?ﬂ@%%ﬁ H QP pgHERT > B —E a4 MPLS #
PR HALR TP #83% 7 T Hh 4 B (Hop) T A [B) @QMPLS i HEE & EEE
5% P BA @F ##EE (Link) U R - fE R MPLS Skt R & L0 A

IP E &l -

ZgEatk 1 {E 6000 iz tdHMERIME (Datagram) EJEA 1000 fiz T4l 5%

KA A/N (MTU) BY##ES (Link) > BsEEERE 2 FREE

(Header) % 20 fE/fizycéH » A& R FEE L% D E 77 EL

(Fragment) ? OS5 @6 @7 @8 -

S I EEE (NAT) - B 1 o3k 2k 2 F1E Y 2RO i ik 84 Bl R 71 {a]

fEAE RS Ak iRk 2 O FESMER GRS Azt - [F—R 5% @R —/ L rs

frik - FE—R5E QR EIMFHEE AL - K EHIRSE @F—sME 4 p& AL

ik ANEERSE -

#ERE#E (GEO) &E f 35,800 A H > HEELG¥ LG (End-to-

end) HREFEH K2V 2 (5%#=300,000 km/sec) @D0.1193 ¥ @

0.179 ¥ 30.2387 #» @0.358 F» -

B RSB AT RKEE 250 fizytéd (Byte) WVEEHEER » Hp

ﬂ@Z%ﬁ’)”l\%?ﬁ’E (Overhead) (fEBHMIERE) &t 25 fuycéd » HIELEH
EifHi#E (Data Payload ) sy N&E Ry 225 iz yoéH - & HIL A& E#HE

850 itz ERENE » FHEBEREINEE R ? O10% @11.11%

@10.53% D12% -

H—1600x1200 2 (Pixel) Z52f » Hf G £ 3 itédd

(Byte) &~ © (£ 64kbps HVEHIRE I 215 - & ARBETEYE » AL
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136.

137.

138.

139.

140.

141.

142.

143.

144.

145.

(3)

(3)

(2)

(2)

(D)

(2)

(3)

(2)

(3)

(4)

L EEZ PG ? ©102.86 F @411.43 5 @720 B @1645.71
oo

#EtE (Iridium Project) WY 66 (K& 2 77 Fy 6 ([HEEHIRAVIR < A
EERMENSE  HEETHEIR 90 /78 o i [E eS8 55 (Stationary
Transmitter ) AY#2F (Handoff) “FHRIFEREE B2%/0 2 O6 47 21 7 @
745730 F0 @84y 117 @8 43 21 fb -

3 7 (H g R By 6 kbps 1 HEFEEZE (Propagation Delay ) £

15msec o FHME R /IR L/ Dz ol - AI{EEZ SR (Stop-and-wait)
MedZ R /D 509% A2 2 (1Imsec = 0.001 second) D120 firgt @150
fzrt @180 fzjt @240 it -

{EFHEBHEE (Hamming Code) Hi 16 izt 2R > B iERFEILES 7{E
MG TR —frTises - Z/OBHEHZL DERREA T ? O6 @5 @4 @
3 .

= TCP &8 H 1Gbps B FFEE 3 22 K/ Ry 65535 firél 2 — P 5IERE
(Window ) -~ %8 2 B A {EREEE By 10 msec » HIIFZ 8 B HY [ A &
E%0? O1.33% @2.62% 35.24% @10.48% -

AT E G EEBIE - 5B k (EZ BN H 2 R Ry ZE Ck » HAf
C=1/(1+1/2+1/3+--+1/N) » BEIEERETE Ry for 2 OFEKR (Zipf) EfFE OF
£ (Long Tail) ¥z QOEER (Moore) Ef# @LLE (Bill) EFE -
ettt R ERTA B AR A R FRZER/D R AR I B 0y s
s A fE Am 2 OUUE S IEE s (Four Degrees of Separation) @75
EorimE s (Six Degrees of Separation) @t E4riEHE s (Seven
Degrees of Separation) @/\JE5rfEE i (Eight Degrees of

Separation )

LRSI EE SN (Robin Dunbar) 525 AN s NEHERE
TEAL AT HERE B N B > Tl R BP R - HREREEREY K% /0 2 D50 @100 B
150 @200 -

L/ NS Z BRI RNEER K TS 2R 5 » &8 B DU s 5 i R
Netflix FFEF R @uh < = # X o (RG22 B A 2 OFK
(Zipf) ©F @R (Long Tail) Him OQFERR (Moore) EE DLLE
(Bill) E& -

NI R4 (Internet of Things, 10T ) Z 448 FEIhAE © Ot
BN E YA 5 AR A B B PR Bk @ B BGHT R R AE T O LA &
W S 0 & R i 22 E P g (ORs JRIOHI B B ek 2 BRI AT BS AT SR HU R fla @i

& e

TH o Y8448 (Internet of Things, 0T ) ZFEMAE FZhEE 2 Dt
N E VIS B E A A B ek @ B A BOH B Rk EE 71 O Bl E
W £ 0 & S i 2 E T @ BUH B 938 2 BT IS 1T £ 0y B fig @t

A,
=
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146.

147.

149.

150.

151.

152.

153.

154.

155.

156.

157.

158.

(4)

(2)

.4

(D

(2)

(3)

(3)

(4)

(3)

(2)

(D)

(3)

(23)

%48 (Internet of Things, IoT) EWAIfE 2 " BOME AT , - BEAPEIE R
(Gyroscope ) Z#XH » THIMe AN EME 2 O] {57 B & B4 K fifT oy -F
B RE QP B FIE B 8V @F FR BT EEYE . @ A {0
=l IR .

P4 (Internet of Things, 1oT) EA P ZFHEELN » N E KHHEE
Higroff ? OLED B @QFEER QOKIGEREFEM ORI EE -
T E BN Em EE 2 fEE IR (Software as a Service,

SaaS) ? MGoogle Compute Engine @Google Storage 3)Google App
Engine @WGoogle Apps °

THIEmRE T o B TR TR - T RS R S A
HEER > DEFHEATIEEAFSIERAEAFE SR | 2Rk
7% 7?7 MIaaS @PaaS @SaaS @XaaS -

THIEmRE T o A E TR T R T Bl AR R A P
I > R FHEHEXES MEXEE ) ZHEBARE 2 OlaaS @PaaS @
SaaS @XaaS -

THEmRRE T > A E TR T B GEERRE R AR ER - EHE
R A H AR AR > R LSRN T Hekgs |, 2B 2 DlaaS @
PaaS @SaaS @WXaaS -

N E BN EmER S PRk (Platform as a Service,

PaaS) ? (MGoogle Compute Engine @Google Storage @Google App
Engine @WGoogle Apps °

TEYIW4E (10T ) BAFEH > UITE(E AR 2545 o RUIE 28 F 4% Im st i b (i 1P &
HEEER ? O EFERE @Web fAikEs GDNS {Afk# @WDHCP {AHk

58 o

DU e[ fE 4 s 25 B B A ) H 0L R g SR B ERR 2 O 48
OfE#Hss O OEHF:E -

o] 8 R o m] FoEF (oF & BB B HUE R 2 Q&R T O IEE O
FE L OQWETH -

WA ERRET > KFENEARIES » o DMEIH A S T &z

T o ZINIESR GBI E FERGMTELE > UFERKAEERGE
T2 O%dlz OMEEMEEREIEE RS GRFID 8 @RFID #EHL

B8

Fy {1 L [5] 0 4 % 17 18 R Y S A 4 B 2 B A AR AR 2 DRI E%
UL ER B E Qg hN4E RS ARV AE L O P HECR 2R B % (1 (it FE % 3%
G @O S48 AN AR s N RIS 2 E -
THIHREE TP firdik » B IP firhl /% 192.168.10.56/28 2 {5 g 23 1% [5] — 49
e ? (0192.168.10.48 @192.168.10.49 3192.168.10.59 @
192.168.10.63 -
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159.

160.

161.

162.

163.

164.

165.

166.

167.

169.

(124) THIFEE TPv4 iz FRonFHEREALHE 2 ©172.16.4.63 /26 @
172.16.4.191 /26 3172.16.4.51 /27 @172.16.4.95 /27 -

(13) NHIUELL IPv4 firsik o T MR Ay A R E M Arak 2 D10.11.12.113/28 @
10.11.12.32/28 310.11.11.97/27 @10.11.11.128/27 -

(23) T FUUIR L HE it T fnss E Ok 2 #E & ME (Confidentiality ) 2 O 14 R
H Qi EMITHS (Password) f% (Encryption) @HFHER -

(123) BN AR E R £ 4 > T ERE ? OMBERENERSHEETR ©
DAEE A E R IEFET R QR MFTH B4 UEE @RFE
BRI DA 2R 44 B 7 = A -

(234) B Z 2 EBHIEZ Z HIE - a5 2 OMiRFTA &R IEHE ©
HERATA BRI KB E ORATA N EEIER B ENZ 2
BURBIT OMERFTAREER I ZIRE -

(124) FHIH L BN E52 8 M (Integrity ) Z FREHE 2 OB F = QN EE
A @ID FiEfTiE @7 ZE N # (Hash Function)

(124) BN BRI EEEL > TYIWRLL R 2 OMieE £ 5 @ E R IEHH
AR EE AT QR R EEIREDIE ORBA TSR EIIE OF
AN e td > el et EREEERDT -

(123) B IEE R & E T L - TR IERE 2 O H H DUE R S =0
fRm st ORSA BIFEM IR EEE O HEE L B 5 68 h g 2 H
HiE @Ohnfgm R e ecS = nfgemEz AR -

(234) BN BB ZE ki # (Hash Function) » AR ERE 2 OFR FEAS
KRB R RENNREEE -ERE QB2 H KRB E OF
FREANKHZEERENEERENHEZE OKFHEBAFER

eEERE -

C(14) Z P m S e > B kEs Mk SMB (=5x22° byte ) R/INHYAE

ZF o RS AR E & 100Mbps » 75 % P i B2 {a] iz 78 ] 2 BE B £ 4000
H o il s 2 HEEEE (Propagation Speed ) £ 2x108m/s (A R/
o) B EREIEE (Propagation Delay ) K {&#gE#E ( Transmission
Delay) » THIUBLLIERE ? OFERELEE S 0.02 B @EFHigEiE R 0.01 #
(3) {8 0 a2 vy (e iy AE 2 K. ({9 b AR iy (S iy R 2B /)N

(23) A NE s {EH Dijkstra JHEVE > o HESHE A 2R FEHE 2
AR A (Cost) DOEEHEES A EREHES 1 REREERAR 15 ©
PEHHES A ZEEHES H > AR R 12 O H# A 2i8H: E » &
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R ER AL R A By 10 @igHes A BREHES C o AR EHAL 13 -

éf QL

170. (234) J* T E 2 485& {55 Dijkstra BHEE » i g tas E 2 S P& s
FAESISHYEA (Cost) DOPEHIES E £EEHHES A @ SR A Sy 8 @E%
Hies E 28 HEs B - AR AL 6 Qittes E 28l C » Sl
TEREA Ry 5 @E%EB% EEpges D B ERAR 4 -

171. (23) @hEE Ff4HAER € ( Dynamic Host Configuration Protocol, DHCP ) %%
% (Discover) 2 s Z HAYHL (Destination ) KAKIJE (Source) firkk#
Fyfo] 2 O H YAz 4E:0.0.0.0 @2 JE AL 4E:0.0.0.0 @ B Ay HLfz
HE:255.255.255.255 @A JEfr 1E:255.255.255.255

172. (123) B ERE F#4H R & ( Dynamic Host Configuration Protocol, DHCP)
ZEREATHARI R - NAIWRLE IERE 27 OFEK [P firht 2 T8 - B
DHCP # 2 (Discover)zlE. @DHCP falfik g8 LL DHCP 24t (Offer) sl E B
#% (Unicast)[0] & DHCP #£Z& (Discover) e @FE K IP firhlk > 1% » &%
DHCP %3k (Request)EHE » #5°K IP firkit @DHCP {aIfg#3 L. DHCP #2{it
(Offer)s{ B B#% (Unicast)[2] & DHCP 3k (Request)zH & -

173. (134) BA A~ EARRE (Stateless) W€ Z &k » FHIURLEIERE 7 OFE K0l fE
(Request-Response ) 325 ( Transaction ) Hij /28 2 17 8 332
(Connection) @78 #EFF&% I {0 H & Z HBHIRE Q@& 55K ([0lfE
(Request-Response ) & %) (Transaction ) HHE 1L @JFE G X FH

Wit E (Hyper-Text Transfer Protocol, HTTP) & —fE R EiRBETE -

174. (234) BN E @A EEE A ( Multi-Protocol Label Switching, MPLS )
b E 2 Rt - T ERE 2 ONEEHIT > oiad [P Airkk - HRE
THREEZ PEEEWmE T E ONEESET > F—HEEE 1P L
TMEH 4R (Hop) TIRER A QRS HERF - MPLS EH#r4E A &L 1P
A TR @ EE & EEaE % 1P Ea -

175. (14) IEEE Ethernet :HHEFEHE ( Frame Header) & & FHIMFLeHE Az 2 D2k 5 Bl
H ey, MAC fiztlk @7 E L 5 1y 48 &z ik @ 2R 8L H ay # MAC firtik
DL R AR B H B #h 48 B iz fik @FCS Mifir e
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176.

177.

180.

181.

182.

183.

184.

185.

186.

187.

188.

189.

(134) TCP/IP #HEE & T 5L ? OFERJE (Application) @%XK/E
(Session) @fHEifE (Transport) @O#EMEHEE (Internet)
(34) EEFY ICMP &4 - TF|WLERE ? OICMP MR E UL E] TCP & B
(Segment) @ICMP fRz8&E R (Datagram ) £ QICMP A #E 4 3 f#
H FE 4 p& R EAH BE & A @WICMP #e 2 EHF 1P &AL (Datagram ) 1 e

. (24) AR Ak 7% FEEL B A TCP € © WDHCP @SMTP @SNMP @WFETP -
. (13) FAIREC AR 5 FE R R B UDP @ 2 WDHCP @SMTP @TFTP @

HTTP -
(34) THIWRLL A E R ( Application Layer) AR# 2 (DIP @TCP @ Telnet @
FTP o

(134) THIRLL 2 om E 2GS 2 O% @ (Buffering) @H# (Cut
Through) ®@:RE (Windowing) @ZEZE#E% (Congestion
Avoidance )

(14) FHIWRE: 2 & m s E R OSI 25 A1 > JH N 2 O 48 5 8 A 2
(Process) /3 I PI ML 38 8 ~ et K BREE Z/NTT i O [5] g s (57 F A8 =]
HI TR Eﬁ%ﬁ}ﬁ*%’ﬁﬁ QL 2L (A B35t AT RNV > Ryak S RY
FEHLPE M OE IR b X g e B FIVTheE » (Bl EFEEE({L -

(12) FFIHFLE E-mail AT A EERGE 2 OPOP3 @IMAP4 QSNMP @
Telnet o

(13) EASHAVHEEE REFEE OSI A it g 2 OEfRE QMg @&
rHet g OEmEg -

(123) THIHELE 7 130.110.8.0/22 AI4EES 1P firsik 2 D130.110.9.0 @
130.110.10.0 (130.110.11.0 @130.110.12.0 -

(123) NHIUFLEAR BT Class C HYAER&firhl: 7 D15.25.35.45 @150.25.35.45 @
250.25.35.45 @200.25.35.45 -

(23) RBAKS RIPv2 » THIHFLE EHE 2 DORIPv2 2% H 2% & (Multicast) 5 ¥ F]
224.0.0.7 @RIPv2 j& Distance Vector &M {#EFH Hop Count {E A&t &
RIPv2 FEHELHASC LA K MDS Wi fe & 7 B ag ti =0 @RIPv2 THELHY Hold
Down Timer 5& 240 #b o

(34) BAN PPP Be&ihE » NAIURLLIEME 7 OF WAN #HEE(HEH
CHAP(Challenge Handshake Authentication Protocol)B¥F » “~ & i 25 (e
EATRLL RS @ WAN HEEER F PAP(Password Authentication
Protocol) I » & 0% {1 & 4 18l & 1 Q& WAN HREER A
CHAP(Challenge Handshake Authentication Protocol)H§ » &% (i F &
DL RS @WE WAN #HE2E A PAP(Password Authentication
Protocol)f » “N &N & 441 R A -

(34) Z4iH SLIP (Serial Line Interface Protocol ) ®#rjik PPP ( Point to
Point Protocol ) Wf » BRAJ 52 i 2 fa sl E 4h > 2B 7A WLk B iy R A 2
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190.

191.

192.

193.

194.

195.

196.

197.

199.

200.

201.

(12)

(13)

(34)

(24)

(24)

(23)

(24)

(23)

. (14)

(23)

(DPPP A]fE ¥ & # F @SLIP K& TCP/IP @PPP HfEE @PPP
SR AR A Y THAE

w [ — 8B o A FEEREE » fpsaE(EH VLAN (Virtual
Local Area Network ) BYJREAHLL ? OB [E AL E B & 00 A B —EBT
P40 (Departmental Grouping) Q%2 & QF FMH FH B %4815
(Broadcast Domain ) @{FEHEH 73 & E (Segmenting Protocol )

{85 FH {# 4% NetFlow B > BREEHE(r =] A DA AR & 2 O HAYHE 1P fizdik @
i E @R @HJE MAC firsk -

B Y IPv4 B TPv6 firhik » THIWFLLIERE 27 DIPv6 firik &/ & 32bit > i
DLF7S#ERIFRTR @IPvo firhk & E & 128bit » A DA+ #E R~ @IPv4 iz
HERFE B 32bit » AP HERIFRIR @IPv6 firsik & & K 128bit » PN
EFIFRR -

BN TPV firtik » THIWFLLTERE 2 OXZHEDL 0 AFHUE @ LA E 5 58 k%
NS AL AV 0 H QO LLRE 53 98 7 PRl iz @B —/y /]
A %8R [EEA IPv6 firhh -

BE 7Y Classless BEHHTAE > THIWRLL EHE ? O a8 R B4 e
frik @ eEF AR ERERN T4 EE QRIPv] BN Classless B H
SE @RIPV2 @S Classless BREIE -

B8 7> Distance Vector # Link State F&H T E > FFIWLEERE 2 OLink
State & #A728 HC B E R TR A ELEIRY /1 @Distance Vector 7 Hiz%
B ER TR A B EIRY /1 @Link State Lﬁ@ﬁﬂi%ZL%E’]E
HARBE T AR P AT A IR 28 @Distance Vector £ N EFEAR G 7 #BEHE
WrRRE T M P AT A RS s -

RIPv2 {5 FHUIR L J7 =X DA 52 6 FH 28 B (Routing Loop) ? (DCIDR @
Split Horizon @ Authentication @Holddown Timers °

TR E VLAN HYERL 2 O huhil #4881 KN @ 7o DAES P (o
& #E T @R R Qb Z 2 @R/ EE -

BEHA I B B 49 % ( Virtual Local Area Network, VLAN) » FHIHFLL
i 7 OF[E VLAN iz TIFnhfeE B8 @QVLAN 2 DL AR 52
# (WAN Switch) ARl @O AR ML ERNZ 2 RIE @ EHAR
6] E RS S A B TR e (A A TT 2 88 E Y3 BF (Grouping )

B IPv6 > AL IERE 2 DIPv6 firtk & & K 64 iz c - frik 22 e i
4096 @IPv6 HIf It IPv4 firfik 22 F R 2 Y DIPv6 firhl: 73 K 8 4H
4H 16 fizyr > AHE R 4 B 16 #EHEF @IPv6 firaknT 4 Lol A E
1 (Type Prefix) - FHDAEF IPv6 L ibFHA -

(124) V)48 (Internet of Things, IoT ) ZEHH] 73 K T AR =(E[E g ? ORA

(12)

Q#rte QiEsS g QERE -
NHIE & EYEE48 (Internet of Things, [oT) Z i &I/& FZEIhEE 2 Ot
HNEAIE SR E A AR E R @ B A BOH K ¥Rk EE 71 OFF BLAl =
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202.

203.

204.

205.

206.

207.

208.

209.

210.

W E MR 2 ERE O RO K 38 2 ERHET B (T E 0T R il F
S,

(12) BARYIWE4E (Internet of Things, 1oT) &> " BORIFE T o > AL
IR ? OFEEEYHEARNBRESE LY ENEE 1 @F HIR
R AVECHITTF > EFELLINGE ~ RE ~ BRE - uE - B - ZEhinsEE
FREOHE O REVHITTH & RFID SEH2F @K RFID (VAR & A8
(EYIRE ] DASC $% S [0l s H 5 73 BARRE -

(34) EHIRYIHE4E (Internet of Things, IoT ) EUFIfE > " HEakfifln o > THIHF
RN ? OFEEEYHEREHBREE LR LHNEE T @F 1R
R AZUEOHDTAR - EIE4LNR ~ JRE ~ RE ~ o~ By =l
FEOH R QF RS T & RFID 8 @R RFID AVfE&m AfE - &
YRg vl DLEC 8% B [0l B CHY B 70 BUIRRE -

(234) P14 (Internet of Things, 1oT) EWAIfEZ " BOME A , > BEFS =#hi0
% (Triple Axis Accelerometer) ° PAIHFEARTERE 27 OREMN XYZ
= IR @ e EH X k2 jEiE A QE{EH Y Bl e A e @]
B0 7 il 2 ewE s o

(123) P49 (Internet of Things, IoT) EWAIfE 2 " Hafkiiflr , - BHA MELRET
$E#E% 51 (Radio Frequency Identification, RFID ) » R FRE 2 D
RFID & (Tag) > EZEINEENFET M ASpEmeV & - F2 0]
5 EEIF (Active ) FEE M #tE)=X (Passive) FEE —fE @RFID jEE

(Reader/Writer) > FZEINEE B AL/ 55 AEEE & HAVEEE QRFID 2
# (Tag) KEE2F (Reader/Writer) TG MHAE A 1 #(E @ 8=
RFID 28 (Active Tag) —fx N B EHBILEIR -
(123) ErmERE A S THILELZE T ? OAFZE (Public Cloud) ORA
= (Private Cloud) QE&ZE (Hybrid Cloud) @D/EFEE
( Stratocumulus Cloud)

(12) NIST E&EZ Ein#E G S Ty E R B H = 7 OfaEs Bk 7
(Software as a Service, SaaS) @-F&BRIALkF (Platform as a Service,
PaaS) OQ#EME4EESEIIRTS (Internet as a Service, 1aaS) @—VJEIAR#
(Everything as a Service, XaaS)

(134) "5 o Fei o B s I 5 O 288 R o 2 ZE R R B EIVAIR 5 (Infrastructure as a
Service, IaaS) ? MAWS EC2 (Elastic Compute Cloud) @Google App
Engine @OpenStack @H #EE (= Hi Cloud -

(24) THIME BN ELEE S 2 SRR (Platform as a Service,

PaaS) ? (DGoogle Compute Engine @Microsoft Azure OpenStack @
RedHat OpenShift -

(12) THIe & & B s E 2 B i B 7% (Infrastructure as a Service,
[aaS) ? MGoogle Compute Engine @Google Storage @Google App
Engine @Google Apps °
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